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I
n the winter of 2021, record-breaking 
cyber breaches were reported, and they 
continue to appear in the news on a 
monthly basis.

Most notable among these have been 
ransomware attacks, with two recent 
breaches one month apart. The first was at 
US Colonial Pipeline, which Politico reported 
‘is believed to be the largest successful 
cyber attack on oil infrastructure in the 
country’s history’.

The other major breach was at Brazil-
based JBS, the world’s largest meat 
processing company, which was forced to 
close meat processing plants in the United 
States and Australia.

Both companies paid record ransoms. 
For Colonial, the amount was reported to 
be around $5 million, while JBS paid the 

equivalent of $14 million in bitcoin. Both 
transfers sent the clear message that large 
enterprises will pay.

Andre Nogueira, CEO of JBS USA, says, 
‘This was a very difficult decision to make for 
our company and for me personally; however, 
we felt this decision had to be made to prevent 
any potential risk for our customers’.

In light of these two recent breaches, I 
wanted to take the opportunity in this foreword 
to dig further into the topic of ransomware, 
because I see it as the biggest threat facing us 
today, as Colonial and JBS can attest.

For me, the problem with ransomware 
and making payment is trusting a nefarious, 
financially motivated group to provide you 
with the keys to decrypt your data, or, if 
they have your data, to prevent any potential 
downstream risk to your customers.

Foreword 
A message from Branko Ninkovic, AISA Board Director.

Branko Ninkovic
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There is no contract, no ‘binding’ service 
level agreement or consumer law to protect 
you. On the surface, it is case of blind faith 
and trust.

Still, enterprises are adept at weighing up 
risk. To make the payment, they must have 
some confidence that the odds are in their 
favour. Put another way, to rely less on faith 
and more on trust, Colonial and JBS must 
have performed some level of risk analysis. 
In that analysis, they may have concluded 
that for ransomware to be effective, an 
infamous group is bound to act honourably 
and ethically (don’t laugh), as if this were a 
justifiable business transaction between two 
parties for a mutual benefit. Presumably, 
trust between the two ‘enterprises’ stems 
from the likelihood that the desired outcome 
for each is guaranteed.

The ransomware payment, however, 
serves only to feed the ransomware model 
and strengthen trust in that model. The 
greater the degree of trust, the more 
organisations will find themselves victims of 
ransomware-type attacks, and that is exactly 
what we don’t want.

Payment creates an undesirable dilemma. 
Nogueira had to make a tough decision; he had 
to weigh up the risk and the reward for his 

organisation to resume operations through 
making payment.

I am confident that if Nogueira had a time 
machine, and a Back to the Future moment with 
the Professor and Marty McFly, he would 
have sought to avoid the situation altogether.

Finally, I want to leave you with some 
questions. Which question do you feel will 
enact positive change after a cyber incident 
within your organisation? 

 — Who was responsible (as in attribution)? 
 — How did this happen? 
 — Why was this allowed to happen in the 

first place?
During or after a cyber incident, 

organisations tend to be in the ‘how’ and ‘who’ 
investigative phases. These are short term 
in nature in order to implement mitigations, 
close point gaps and tighten point procedures.

More importantly, however, in the long 
term, an organisation that can carefully 
and pragmatically ask and answer ‘why’ 
will positively change how the organisation 
views, acts and responds to cyber security 
from top to bottom.

I am hopeful that Nogueira is 
pragmatically asking, ‘Why was this allowed 
to happen in the first place?’ and that he takes 
it from there. •
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T
he many business benefits made 
possible by digital transformation 
are undoubtedly making waves 

across industries. Data is the raw material 
that drives smarter decision-making and 
value for organisations, but things quickly 
get challenging when you start to consider 
how all that data will be used – and who 
has access to it and when. It was easier for 
security teams when all this data was housed 
inside the perimeter of the data centre 
environment over which the organisation 
had total control.

Starting to think with a secure access 
service edge
How can we protect and share the rapidly 
expanding pool of data powering digital 
transformation? This is the crux of the 
challenge facing network and security 
teams – and the only way to solve it is by 
working together. We need to take a holistic 
and converged approach to how we tackle 
this problem with network speed and 
performance characteristics hand in glove 
with data security requirements.

That’s what makes the secure access 
service edge (SASE) concept so important. 
In the modern cloud-first world, there is no 
more ‘inside’ and ‘outside’. Data is being used 
in multiple environments, and the associated 
risks are no longer neatly divisible between 
internal and external security needs. 
Businesses need to interact with customers 
and third parties, and it isn’t just confined to 
the data centre. Business needs to go where 
its requirements lead. Period.

SASE architecture, when properly 
implemented, protects data and users 
wherever they are in the cloud and however 
they choose to use data. By putting a security 
cloud between users and the applications and 
data they access, organisations regain control 
without thwarting choice and collaboration 
or hurting the user experience. A security 
function can then enable the business to 
innovate without creating undue risk.

Converging networking and security needs
There’s a critical element to getting SASE right 
that isn’t often discussed. SASE isn’t the driver 
for transformation; it is just one component 
of what makes it possible to safely meet those 
needs. SASE enables those with security and 
network responsibilities to give answers that 
support the needs of the business.

This is important because key decision-
makers, like chief information officers 
and chief information security officers, 
aren’t squarely focused on technology. 
They care about risk, requirements and 
standards. SASE lets network and security 
better participate in the shared mission 
of managing risk while meeting business 
needs. The transparency of SASE – with 
zero trust principles applied at every 
point data is accessed – reveals where the 
data is flowing, who is using it and how it 
is being controlled. That, in turn, helps 
security teams to implement the right level 
of controls commensurate with businesses’ 
appetite for risk and risk mitigation 
expectations, and helps networking teams 
to optimise connectivity, uptime and 
business resilience.

Don’t underestimate how important this 
convergence is. The neat divide between 
network and security teams that functioned 
in the past is now stifling collaboration. 
Before, network people built the roads the 

Bridging the network-
security divide with SASE 
thinking
BY DAVID FAIRMAN, CHIEF SECURITY OFFICER APAC, NETSKOPE

SASE enables those with security and 
network responsibilities to give answers 
that support the needs of the business
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business needed to go on to get things done. 
The security team had the job of erecting the 
guardrails and manning the barriers on that 
road to keep data, people and systems safe.

That separation in the pre-SASE world 
resulted in conflicting or misaligned 
priorities. When the network teams are 
obsessed with performance and the security 
teams are obsessed with protection, 
individual team needs might be met, but the 
user experience suffers and therefore so does 
the business. Everything feels unwieldy.

These issues continue to be reflected 
in organisations that are being slowed or 
stopped altogether as they try to migrate 
to cloud services and applications. More 
worrisome is when organisations accept 
higher levels of risk because they must 
conduct business digitally but lack the means 
for controlling the process appropriately.

Alignment in complex business activities, 
such as security and networking, is never 
automatic or easy. But in my experience, 
there are a few rules that can guide SASE 
implementations, and lead to a secure and 
unchained business. If you’re stuck on 
alignment, ask your teams to review and 
adhere to the following.

 — To avoid conflicting priorities and 
optimisations, network and security 
teams should agree on a common set 
of metrics for digital risk, network 
performance and user experience. Each 
action taken should be evaluated with 

respect to the unified set of metrics –  
these goals are jointly owned and are 
equally accountable.

 — To increase awareness of business 
enablement, network and security teams 
should use the increased telemetry 
delivered by a mature SASE platform to 
create a new set of metrics that reveal the 
reality of business activity and processes, 
and the potential to identify opportunities 
for business growth.

 — The network and security teams should 
seek to use the greater visibility, delivered 
by SASE and the metrics identified in 
the first two rules, to identify emerging 
risks and develop strategies to manage 
these within risk appetite. This allows 
the development of a business, network 
and security road map that gets ahead of 
threats in a unified way, which is one of 
the promises of SASE.

SASE is important because it harmonises 
security and network functions for a 
single, coherent perspective that focuses 
on the same achievements as the rest of 
the organisation. Its impact is tangible to 
the entire business because it creates a 
new-found capability to respond quickly 
to new requirements and achieve new 
business objectives, while also having the 
instrumentation necessary to monitor and 
maintain activities within the boundaries 
of an organisation’s risk appetite, reducing 
friction for customers and employees. •
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Small business 
security is 

everybody’s business
Forced into dramatic change by the pandemic, Australia’s small and medium-sized businesses are 

in ‘survival mode’ as they fight to secure the new normal. David Braue reports.
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T
he COVID-19 pandemic affected 
every business in some way, but 
as the global economy pivots, 
the disruption of 2020 has 
particularly forced small and 

medium-sized business (SMB) owners to do 
some serious soul-searching.

With nowhere to hide from the pandemic’s 
impacts, small businesses not only had to 
embrace – and secure – their employees working 
from home, but they also had to figure out how to 
handle the extensive new risk this entailed.

Remote work was only the beginning: 
81 per cent of Australian businesses 
accelerated their digital transformation 
during the pandemic, according to one recent 
Trend Micro survey.

For many, this meant transitioning into 
an ecommerce model virtually overnight 
– a step that Mastercard recently noted 
was taken by 52 per cent of Australian 
small businesses as they fought to remain 
relevant online.

SMBs embraced personalisation and 
greater online interaction to accommodate 
rapidly changing consumer behaviour 
– but this also put them in the firing line 
as cybercriminals ramped up their own 
activities and small businesses’ cyber 
security deficiencies were laid bare.

Most were hopelessly outclassed even 
before the pandemic began, with the 
Australian Cyber Security Centre (ACSC) 
Small Business Survey finding that nearly 
half of companies cannot or will not spend 
more than  $500 on IT security annually.

That level of spending won’t get most 
companies very far – yet, even as SMBs fight 
to right themselves in 2021, the lessons of 
2020 will continue shaping their response. 
Sixty per cent of small businesses are now 
in ‘survival mode’, according to a recent IDC 
survey, which found that 51 per cent plan to 
increase their IT spending this year and just 
15 per cent would decrease spending.

‘SMBs are often challenged on their levels 
of technology and business digital skills, and 
are increasingly reliant on their technology 
suppliers,’ says Chris Morris, IDC Asia Pacific 
Vice President for Cloud Services.

‘The impacts of the lockdowns and work-
at-home directives have not only delayed 
projects or initiatives, but have also exposed 
SMBs’ shortcomings in connectivity, support, 
security and sourcing.’

Three in 10 Australian SMBs said they 
would increase spending by up to 10 per cent, 
with almost as many – 26 per cent – saying 
they would be increasing spending by 
10 per cent or more.

Interestingly, New Zealand respondents 
were consistently less likely to increase 
spending in 2021 – with 43 per cent 
anticipating a budget increase and 
26 per cent expecting to cut their IT spending 
despite the challenges of 2020.

Securing the economy’s engine room
Many small business people have long-
entrenched habits that would, based on 
survey results, seem to leave a third of 
businesses well behind the curve when it 
comes to cyber security.

Twenty-eight per cent of small 
businesses still think they aren’t a target for 
cybercriminals, according to the recent 2021 
State of Cyber Fitness of Australian Small 
Businesses study – a joint effort by Cynch 
Security, Deakin University, RMIT University 
and AustCyber – in which 31 per cent also 
said their customers are not comfortable with 
the steps they’ve taken to secure themselves.

These figures suggest that just under a 
third of Australian businesses still aren’t 
thinking realistically about their cyber 
security exposure – or aren’t doing enough 
about it, with 85 per cent of respondents still 
managing cyber security in-house despite the 
growing complexity of their environments 
and growing risk during the pandemic.

‘Organisations have tried to look after their 
own cyber security, and in terms of raising 
awareness about cyber security, the focus 
actually has to be on those organisations,’ 
Matt Warren, Director of the RMIT Centre 
for Cyber Security Research and Innovation 
noted during a recent AustCyber webinar 
discussing the results.

‘If there’s a new threat like ransomware, for 
instance, it’s something that they may not have 
an awareness of – or they may not understand 
why they should be doing things like 
implementing multi-factor authentication.’

Many small businesses were still falling 
short on basic cyber hygiene practices, 
such as those outlined in the widely cited 
ASD Essential Eight – with just 56 per cent 
of small businesses running daily data 
backups, 62 per cent embracing multi-factor 
authentication and application hardening, 

Cyber Today | 7 

INSIGHT



52 per cent implementing application 
controls, and 38 per cent disabling potentially 
exploitable macros.

Around 43 per cent of respondents 
said they expect to increase their cyber 
security investment this year – but with so 
much on their plates, many small business 
respondents said they would struggle to find 
enough time to do everything they need to 
do, or to get detailed enough information 
about what they specifically need to do for 
their businesses.

‘Time is definitely the biggest constraint’ 
on small business owners, Cynch Security 
CEO and Co-founder Susie Jones says, noting 
that a ‘significant majority’ admitted that 
‘finding time to dedicate their business to 
thinking about the cyber security problem 
was going to be an issue over the next 
12 months, despite the fact that so many plan 
on investing into the future’.

Building a bridge to the SMB
With cloud, collaboration and cyber security 
solutions expected to dominate spending, 
and many companies ready to spend more 
on cyber security, it’s clear that SMBs at least 
recognise the importance of investing in 
modern security solutions.

Yet, connecting them with the skills they 
need – or even getting them to recognise that 

they need to do so – may prove tricky, with 
a third of respondents saying it is difficult to 
access advice from external cyber security 
experts and 18 per cent saying they would 
spend more time on cyber security if they 
understood it better.

Small business owners cited a range of 
other factors affecting their cyber security 
engagement, including the ability to DIY, 
the affordability of cyber security solutions, 
customer expectations, competitive 
advantage, and whether they have been hit 
by cybercriminals.

Effectively addressing these concerns 
will be critical for industry and government 
leaders to raise the tide of cyber security 
among Australian SMBs, for whom real-
world limitations continue to limit the speed 
at which they can bolster their technology 
maturity to match the speed of their broader 
ecommerce investment.

In recognition of their economic 
importance and the damage done to their 
business by the pandemic, state and federal 
government agencies have bolstered their 
guidance for SMBs through state cyber 
security strategies, including initiatives 
such as this year’s Australian Cyber Security 
Strategy 2020, the ACSC’s step-by-step guides, 
COVID-19 guidance for small businesses, and 
the Small Business Cyber Security Guide.

19%
18%

13%

13%
13%

10%
9%

5%

ACTIVE THREATS

BETTER UNDERSTANDING

ABILITY TO DIY

AFFORDABILITY

CUSTOMER EXPECTATIONS

TIME FLEXIBILITY

BOARD DEMANDS

COMPETITIVE ADVANTAGE

WHAT MIGHT INFLUENCE MORE TIME SPENT ON CYBER SECURITY?

Source: Cyber Fitness of Aussie Small Businesses, AustCyber
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Yet, general advice will only go so far, 
notes Dr Graeme Pye, Faculty of Business and 
Law lecturer within the BL Deakin Business 
School, who suggests that many SMBs will 
flounder in the face of cyber security threats 
until they undergo a proper risk assessment.

Despite a prevalence of general advice for 
SMBs, Pye says, ‘there was really a lack of 
knowledge and understanding about what 
was needed to tailor something specific to 
the business’.

‘If we can help small businesses do that 
risk assessment or tap into organisations 
that can help them do that assessment, they 
will have a better idea of what their actual 

security posture is – and then will be able to 
look more deeply into the information that’s 
out here, and pick the eyes out of what really 
works for them,’ Pye says.

As they come to better understand their 
cyber security imperatives, SMBs are likely to 
invest heavily in new technology and business 
professional services – creating opportunities 
for vendors and consulting partners that can 
scale down as far as SMBs demand.

‘Suppliers are advantaged if they can 
deliver what is needed,’ Morris says. ‘Success 
with the SMBs will be contingent on an 
understanding of their businesses and 
consistent trusted relationships.’ •
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T
here is an expectation now that 
workers who come into the office 
will only do so for a few days a week. 

This is the new hybrid world we operate in. 
While the new hybrid work landscape subtly 
changes security challenges that we faced 
and addressed previously, it also introduces 
new ones.

Organisations have said for years that they 
must offer flexible arrangements, enabling 
the work-from-anywhere user, but they often 
delivered this ability through relatively 
complex, expensive and customised systems. 
This didn’t matter so much when only 
10 per cent of the workforce was remote, but 
today, the new hybrid workforce often means 
that over half of an organisation’s employees 
will be working from anywhere.

Both scenarios – complexity and cost versus 
remote working and security effectiveness – 
must be optimised simultaneously so that a 
user has the same security coverage, access, 
productivity and cost to the business, no 
matter where they reside.

While it might seem hard to achieve this, 
it’s actually easier now than it was before. The 
pandemic has changed business risk appetite, 
not just with cyber security, but with change 
and digital risks as well. What was impossible 
is now possible. Organisations should 
capitialise on this change and use it to adapt 
systems, tools and practices to industrialise 
capabilities and enable the aforementioned 
universal security coverage.

A successful strategy in the new hybrid 
world is to place data and users at the centre 
of the thinking. This allows organisations to 
abstract away the remote and office aspects 

of security. It means that organisations 
can embrace the changes of 2020, while 
addressing limitations and filling in some 
of the temporary gaps that may have been 
created; simplifying operational complexities 
and reducing additional costs.

Understanding the context of users’ 
individual data interactions – regardless 
of their device, network or connectivity 
method – allows organisations to respond 
appropriately. Instrumentation of systems 
should be able to understand the user context, 
the data context and the risk context at every 
transaction point, and make appropriate 
interventions in real-time. If a user is 
accessing a software-as-a-service application 
or one hosted inside a corporate data centre, 
the same level of protection can be extended 
with the same level of management.

This is what hybrid security is. Where 
cloud, remote and office security converges, 
and data and the user are placed at the centre. •

For more information, visit www.forcepoint.com

Evolving cyber security 
for today’s hybrid work 
environment
BY NICK SAVVIDES, SENIOR DIRECTOR STRATEGIC BUSINESS, FORCEPOINT, ASIA PACIFIC 

Enabling the remote workforce is a topic that has been covered extensively over the past year. After 
scrambling for new tools, platforms and policies, and scaling up existing systems, we are now entering 
a new phase – one where employees are finally back in offices, but not in the way they used to be.

Nick Savvides
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SASE Security With 
True Data Protection
Make SASE real for your organisation.

forcepoint.com
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Hardening 
Australia’s 
internet against 
cybercriminals
BY DAVID BRAUE

Infrastructure-based blocking will protect end users that can’t do it themselves.
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S
omewhere along the line, the 
volume and ferocity of cyber 
security attacks surpassed the 
resources available to help most 
companies deal with those attacks 

– leaving them scrambling to detect and 
stop the flood of trojans, backdoors, botnets 
and other malware targeting businesses 
every day.

This only intensified during the COVID-19 
pandemic, with the LexisNexis Risk Solutions 
Cybercrime Report finding that Australia – 
which saw the volume of automated botnet 
attacks grow by 64 per cent to 13.1 million in 
the first half of 2020 – was the world’s eighth-
largest originator of automated bot attacks 
around the world.

Cloud security provider Cloudflare, for its 
part, recently found that Australia was the 
world’s third most common target of network 
layer 3 and 4 distributed denial-of-service 
(DDoS) attacks – comprising 13 per cent of 
attacks in the Asia-Pacific region, and ranking 
behind only the United States and Germany 
on a global basis.

It’s little wonder that the past few 
months have seen major businesses and 
telecommunications providers launching 
initiatives such as the Clean Pipes project, 
which debuted in September as the COVID-19 
pandemic continued to fuel the surge in 
malicious traffic.

Clean Pipes – which also unites nearly 
two dozen partners, including Westpac, 
CommBank, ANZ, Woodside and the 
Australian Cyber Security Centre (ACSC) 
– will see the major organisations actively 
sharing threat intelligence that helps them 
detect and block malicious traffic well away 
from their key systems.

The project eventuated in the wake 
of Prime Minister Scott Morrison’s 
announcement that the government 
would spend more than $12 million to 
support ‘new strategic mitigations and 
active disruption options’ to help major 
telecommunications providers ‘prevent 
malicious cyber activity from ever reaching 
millions of Australians across the country 
by blocking known malicious websites and 
computer viruses at speed’.

The involvement of financial services 
giants reflects their position among the most 
frequently attacked targets. NAB CEO Ross 
McEwan in September told a parliamentary 
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committee that the bank had blocked 
197 million cyberthreats in the first quarter 
of 2020, and 261 million more attacks in the 
second quarter alone.

‘These are ferocious attacks on us as an 
institution,’ he said, ‘just as they will be on 
any other firm, I suspect, that holds customer 
data for payments’.

Towards a cleaner internet
Clean Pipes traces its philosophical roots 
to Cleaner Pipes – a Telstra initiative that 
debuted last May after a year of testing – and 
pushes cyber security protection upstream 
from the end user, drawing on Telstra’s DNS 
architecture to analyse and filter content at 
large scale, well before it ever gets close to its 
intended targets.

Cleaner Pipes involved ‘significantly 
upscaling’ the telco’s DNS filtering 
capabilities, Telstra CEO Andy Penn 
explained when launching the service – 
which is now blocking millions of malware 
communications per week, including botnets’ 
command-and-control communications and 
the downloading of remote-access trojans, 
backdoors and banking trojans.

‘COVID-19 is driving a sudden acceleration 
of the idea [that everything that could be 
connected would be connected],’ Penn says, 
‘and the reality of a connected world is with us 
now… But if COVID-19 is forcing the pace and 
scale of innovation, it is also underscoring the 
critical importance of cyber security’.

September saw Telstra joining forces 
with the ACSC and Services Australia to 

pilot a second initiative that parses SMS 
text messages purporting to come from the 
government’s social services organisation. 
This is a favoured target for scammers 
that spoof the sender identity field to trick 
recipients into opening fake messages that 
point to websites facilitating identity theft or 
malware infections.

With the ACSC receiving a new 
cybercrime report every 10 minutes, former 
Defence Minister Linda Reynolds says, 
‘Cybercriminals are getting better at adapting 
their tradecraft and they’re doing that in 
very malicious ways [that]… are really cruelly 
capitalising on Australians’ use of these 
services during the pandemic’.

The new service, which will target 
malicious messages from among the 
232 million legitimate SMSs that Services 
Australia sends every year, will be expanded 
to other agencies. Former Minister for 
Government Services Stuart Robert says 
the initiative is ‘extraordinarily welcome’, 
noting that more than 27,000 personal 
details were stolen last year, and lauding 
the initiative’s ability to ‘use technology to 
defeat those who seek to use technology 
against us’.

High time for change
With two new Telstra initiatives in place, 
the net outcome can only be better security 
for end users. Others are sure to follow as 
industry players explore new options for 
hardening Australia’s telecommunications 
infrastructure against cyber security attacks.

High-level support for telecommunications 
providers’ malware blocking has made all 
the difference, according to analysis by 
Australian Strategic Policy Institute Senior 
Analyst Tom Uren. Uren notes that ‘high-level 
diplomatic concern emphasises not only that 
cyber security is critically important, but 
that our current approaches to protecting 
Australia have failed to adequately protect all 
of our critical infrastructure’.

Although many individual companies 
can and do protect themselves from cyber 
attacks, Uren notes that ‘large portions of the 
Australian economy and community aren’t 
capable of effectively providing for their 
own cyber security’. Uren adds that there are 
‘significant opportunities for wideranging 
and effective improvements in the security 
environment for all internet users’.
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Secure computer chips, hardened 
operating systems and browser-based 
initiatives – such as the privacy and anti-
malware controls built into many web 
browsers and office suites – had provided 
some measure of protection, Uren says. 
Low-level initiatives, however, such as the 
Quad9, OpenDNS, Comodo Secure DNS and 
CleanBrowsing DNS services, complemented 
Telstra’s Cleaner Pipes to raise the tide for 
all users.

‘Given that malicious actors seek out 
weakness and vulnerability wherever it exists 
in the economy, and that some part of the 
economy will never have the sophistication 
and ability to protect themselves, we need 
to develop initiatives that provide “default 
security” and bring resources and skills to 
those who don’t have them,’ Uren says.

Targeting another commonly exploited 
vulnerability in telecommunications 
infrastructure is Domain-based Message 
Authentication, Reporting and Conformance 
(DMARC), an email authentication framework 
that tackles scammers’ domain spoofing 
by using Sender Policy Framework and 
DomainKeys Identified Mail protocols.

By defining a company’s email 
authentication practices within a text file 
in the organisation’s DNS records, DMARC 
can detect cases where an email’s sender 
has spoofed another domain’s address – a 
technique that is often used to lend fake 
authenticity to malicious emails. Emails are 
compared against the rules, and the DMARC 
server makes the decision about whether to 
accept, reject or flag each message.

DMARC can be highly effective against 
brand impersonation, but its complexity in 
enterprise environments requires a careful 
and staged rollout to ensure continuity of 
email service. This may be why, as of mid 
2020, an Agari analysis found that only 
around 20 per cent of Fortune 500 companies 
had deployed the technology – and why 
ASX 100 companies have been found to be 
even slower off the mark.

Infrastructure’s new cyber security focus
For many customers, content distribution 
networks (CDNs) like Akamai and Cloudflare 
have filled in the gaps with infrastructure-
based solutions for detecting and shutting 
down DNS, DDoS and other infrastructure-
based attacks.

New-found proactivity by Australia’s 
telecommunications providers, however, 
reflects a significant new operational change 
that will provide better baseline security for 
all companies, and not just those that pay for 
CDN-based protection.

For telecommunications network 
operators and other internet service 
providers (ISPs), investing in upstream 
filtering, blacklisting and remediation 
technology will ultimately pay dividends 
by reducing network congestion and 
support demands from customers that have 
traditionally been left on their own when it 
comes to cyber security.

‘ISPs have a unique position in the 
network and are able to see all of the internet 
protocols that are being used, not just the 
very few that are used in web browsing,’ Uren 
notes. ‘This means that ISPs can see different 
indicators of malicious behaviour than 
operating systems, browsers or other tools.

‘Each of these different vantage points 
into the internet has a different view and can 
be used to detect or even interrupt different 
kinds of activity.’

The industry’s growing focus on 
infrastructure-based security dovetails 
with the federal government’s efforts to 
expand its cyber security protections, 
most notably through the soon-to-be-
finalised Security Legislation Amendment 
(Critical Infrastructure) Bill 2020. The 
Bill expands the definition of ‘critical 
infrastructure’ to include data centres, 
telecommunications services and other 
key information-related assets.

New cyber security reporting and 
monitoring obligations will raise the visibility 
of malicious behaviour online, supporting 
the government’s overall goal to clean up the 
online environment where businesses and 
consumers operate.

‘Not only do people at home or in their 
businesses have to take greater measures 
to protect themselves from these,’ he says, 
‘but these sorts of initiatives are also very 
important so that we can stop [scams and 
phishing activities] getting to people.

‘It’s that intermediary role that is 
so important, and we will work very 
constructively with all the other telcos 
to explore options for industry-wide 
protections and adoption of these types of 
protections.’ •
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S
ome things in life are simply better 
together, like fish and chips or incident 
response (IR) and adversarial security 

testing practices. During both emergency IR 
and proactive engagements, the combined 
expertise of both practices come together 
and provide a more robust approach to 
mitigating cyberthreats and elevating your 
cyber resilience.

Enhancing emergency IR engagements
One principle all cyber security practitioners 
can agree on is that the longer a threat actor 
remains undetected in an environment, the 
greater the risk to the organisation.

There are often incidents where there are 
gaps in the evidence of threat actor activity, 
or audit trails are overwritten over time. In 
cases like these, an adversary group would 
reconstruct phases of the attack life cycle 
by testing the organisation’s cyber security 
controls and piecing together the likely 
tactics and techniques of the threat actor.

Remediation efforts also benefit from 
a joint approach. When an organisation 
goes through the remediation process for 
an incident, the adversary group validates 
that the changes to cyber security controls 
have addressed the failures that led to the 

compromise. For example, if they know there 
was a set of compromised credentials and 
the threat actor leveraged remote desktop 
protocol (RDP) to gain access, they may 
choose to disable RDP from outside their 
networks, perform a password reset, and 
implement multi-factor authentication (MFA).

The adversary group can test whether 
RDP was disabled, and validate that the MFA 
deployment has no lingering vulnerabilities. 
This interactive threat actor insight is a 
perspective that a traditional IR effort often 
doesn’t include.

Cyber security professionals would 
agree that it’s best practice to identify any 
vulnerabilities that threat actors could exploit 
for re-entry. This step is often overlooked in 
IR efforts, but when working against human-
operated cyberthreats, leaving vulnerabilities 
is an easy threat actor access point. 
Penetration tests can help locate easy access 
points. Routinely checking for vulnerabilities, 
containing any possible threats and restoring 
operations is paramount to the organisation’s 
ability to quickly return to business as usual.

Bolstering proactive engagements
IR exercises and threat hunting assessments 
help organisations improve and validate 
their cyber security postures before cyber 
incidents occur. Incident responders and 
penetration testers plan an exercise with the 
organisation and carry out tailored attack 
patterns to stress test the organisation’s cyber 
security posture and response processes. 
During threat hunting engagements within 
complex technology environments, threat 
hunters team up with penetration testers to 
plan threat hunting objectives and analysis 
methods to identify unknown adversary 
activity and security gaps. Throughout 
these joint engagements, the organisation 
can interact with both groups in a highly 
immersive and integrated manner.

It’s hard to imagine fish without chips. The 
same is true for IR and an adversary group. •

Providing a robust 
approach to cyberthreats
How adversarial testing complements incident response.
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Secureworks commissioned Forrester Consulting to conduct 
a Total Economic Impact™ (TEI) study. The analysis revealed 
that an investment in Secureworks Taegis ManagedXDR led 
to the following impact over a three-year period: 

The Economic
Numbers You Need

What
Customers Say

Trusted Experts
ManagedXDR

“We wanted to maximize the budget that we 
have and level up the skills on my team. So, we 
just made a decision to take that Level 1,
Level 2 SOC analysis out of the organization.”

— Information Security and
Compliance Leader, Retail 

Superior Tools
ManagedXDR

“Using [ManagedXDR], we’re not doing it 
all ourselves, but we have a superior tool 
set and the ability when we need to.”

— VP, Corporate and Information Security

Key
Benefits*

Financial Summary

INITIAL YEAR 1 YEAR 2 YEAR 3

Total Benefits
Present Value

$3.6M Payback Period

<3 Months
Total Cost
Present Value

$700K 

413% <3 mo.

$3.6M $2.9M

ROI PAYBACK

BENEFITS PV NET PV

Secureworks (NASDAQ: SCWX) is a global cybersecurity leader that protects customer progress with Secureworks® Taegis™, a cloud-native security analytics platform built on 20+ years 
of real-world threat intelligence and research, improving customers’ ability to detect advanced threats, streamline and collaborate on investigations, and automate the right actions. 

©2021 SecureWorks, Inc. All rights reserved.

Download the Full Study
by visiting secureworks.com

*This advertisement is an abridged version of a full case study (Forrester Total Economic Impact of Secureworks Taegis™ ManagedXDR, December 2020). The study is commissioned by 
Secureworks and delivered by the Forrester Consulting group. Forrester makes no assumptions as to the potential return on investment that other organizations will receive. Forrester 
strongly advises that readers should use their own estimates within the framework provided in the report to determine the appropriateness of an investment in Secureworks Taegis™ 

ManagedXDR. Secureworks reviewed and provided feedback to Forrester, but Forrester maintains editorial control over the study and its findings and does not accept changes to the study 
that contradict Forrester’s findings or obscure the meaning of the study. The customer names for the interviews were provided by Secureworks. Forrester does not endorse Secureworks.

507887A_SecureWorks I 2580.indd   1507887A_SecureWorks I 2580.indd   1 25/5/21   4:54 pm25/5/21   4:54 pm



A
usCERT delivers 24/7 service to 
its members, alongside a range of 
comprehensive tools to strengthen their 

cyber security strategies. It is also host to 
Australia’s oldest and premier annual cyber 
security conference. This year, with the theme 
‘SOARing with Cyber’, the conference featured 
three outstanding keynotes, and, for the first 
time ever, it was delivered in a hybrid format.

Keynote 1: What does a security 
transformation strategy look like and how 
can SOAR help?
AusCERT2021 opened with a panel 
discussion. Panellists included Jess Dodson 
(Microsoft), Casey Ellis (Bugcrowd), 
Anthony Kitzelmann (Airservices 
Australia) and James Young (Splunk).

SOAR is a broad term used to describe three 
software capabilities: threat and vulnerability 
management, security incident response, and 
security operations automation. Automation is 
currently viewed as the solution to cope with 
an ever-increasing number of alerts.

Panellists agreed that to be effective, 
tools and orchestration protocols need to 
be delivered in a consolidated system – 
what’s left after automation are the difficult 
problems that require the specialised skills 
of analysts, making SOAR and humans the 
‘perfect’ security team.

Keynote 2: Cyberthreats – what is a 
normal organisation, with a normal budget 
and other priorities, to do?
Opening his keynote by referring to the 
recent Colonial Pipeline ransomware attack 
in the United States, former National Cyber 
Security Centre (NCSC) UK Chief Ciaran 
Martin noted that what’s being observed 
currently in our sector is something much 

more prosaic than the trope of the ‘winged 
ninja cyber monkeys’.

When he left the NCSC UK, Martin 
produced a simple taxonomy of cyber harms, 
based on observations during his tenure there. 
It boiled down to three simple categories: 
getting robbed for cash, intellectual property 
or other data; getting weakened by espionage, 
political interference or pre-positioning for a 
later attack; and getting hurt.

Martin’s closing message was simple: 
organisations must treat cyberthreats 
as an ordinary business risk. ‘Hype, fear, 
uncertainty, doubt – that is our enemy,’ he said. 
‘Methodically build resilience, work towards 
understanding the harms, and work with 
partners. We can get on top of this!’

Keynote 3: A world where zero-day is hard
Maddie Stone, a lead security researcher with 
Google’s Project Zero bug hunting team, closed 
the conference with her insights into zero-
day vulnerabilities – a term used to describe 
a software security flaw that is unknown to 
those who should be interested in its mitigation 
(including the vendor of the target software), and 
that doesn’t have a patch in place to fix the flaw.

The key in battling zero-day exploits, Stone 
said, is to raise defensive barriers and use 
new techniques that require exploit writers 
to work harder. Use memory-safe languages, 
write better patches and create mitigations 
within seven days. ‘This is a giant opportunity. 
We don’t have to come up with new ways to 
solve this!’ Certainly a thought-provoking one 
for software vendors.

The cyber security landscape is ever-
changing, and AusCERT continues to be 
passionate about engaging its members 
to empower your people, capabilities 
and capacities. •

Celebrating 20 years 
AusCERT’s annual cyber security conference is back with the theme ‘SOARing with Cyber’.

Gala dinner
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to current threats and vulnerabilities. We help members prevent, detect, 
respond and mitigate cyber-based attacks. As a not-for-profit security group 
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Empowering today’s 
early-in-career talent 

for tomorrow’s  
IT security

BY RAJ HRITISHA SHEE, CLOUD SOLUTION ARCHITECT, MICROSOFT

How universities and TAFEs can encourage more students into the cyber security  
field by bringing industry professionals into the classroom.
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G
oing into my final year at 
university, I was trying to figure 
out what I wanted to do when I 
graduated, like so many people in 
my class. Software development, 

cyber security and management were some 
of my core interests. Juggling my studies, 
internships, student leadership and academic 
tutoring kept me focused on campus. But how 
could I translate my passion into job titles and 
effectively prepare for the IT workforce?

I successfully landed my first job as a 
graduate at Microsoft – fresh-faced and 
ready to learn the ropes at Microsoft Teams. 
That was in January 2020. What a wild ride 
for a first job! I spent my first year working 
entirely via Teams meetings, wearing 
pyjamas and drinking far too much coffee 
under COVID-19 lockdown. But I got to work 
on the fastest-growing app in Microsoft’s 
history, which was thrilling.

Looking back at things that have helped 
me in this, I can see where what I learnt at 
university helped shape my thinking about 
security by design. But while some of that came 
from textbooks, a lot of it also came from the 
industry speakers that my lecturer brought 
into the classroom to do joint teaching.

Universities provide a crucial learning 
experience, but are yet to prepare students 
for the cyber workforce. It would serve 
students better to have conceptual cyber 
and privacy topics spread across a broader 
number of subjects in academic coursework, 
and for exposure to professional skills to be 
incorporated from the ground up.

Some universities may see this as a concern 
as they want to distance themselves from what 
they may consider as vocational training. 
Delving into practical use cases provides 
a macro view of industry applications. 
Formalised foundational knowledge 
enhances students’ perspectives regarding 
information security and digital ethics. 
Practical opportunities to make and break 
things provides better hands-on experience 
in digital security. All these brought together 
produce a more job-ready graduate.

The cyber security space moves so quickly 
– perhaps more so than any other field in 
IT. This is another reason for industry and 
academia to work more closely than they have 
before. Universities do – and should – teach 
lasting fundamentals in this space, but they 
also need to teach more.

This is a change for them, dictated by the 
changing world around us – and industry 
must support them. If companies and 
government agencies want more cyber-ready 
graduates, then they also must be willing 
to roll up their sleeves and help by giving 
resources and expertise. It’s not enough to 
be standing at the university front gate on 
graduation day, impatiently tapping a foot 
and wondering, ‘Where is my perfectly 
prepared graduate?’

Internships and research project industry 
placements are always in demand among 
students, but sometimes students struggle 
to find enough companies willing to take 
them on in this setting. This is another way 
in which companies need to go the extra mile, 
making space and time for these sorts of 
dedicated engagements.

It’s not just for final-year undergraduates. 
The next time a secondary student knocks 
on your door asking for their week of work 
experience placement to learn about cyber 
security, please say ‘yes’. Then make it happen. 
If they’re keen enough to muster the courage 
to ask you, let them shadow you for a few days. 
Aside from the altruism, you might just meet 
them as fully fledged and highly capable IT 
graduates a few years down the track.

Tertiary education can play a very real role 
in introductions to information security from 
an early stage. Universities should equip 
students with this knowledge in a range of 
disciplines and not just computer science. 
This could involve teaching them the end-user 
basics of creating strong passwords, enabling 
multi-factor authentication, phishing emails 
and protecting devices, just to name a few. 
Knowledge about confidentiality, integrity, 
and privacy of information and identities can 
give them context. And as they are exposed 
to threat landscapes, they can build their 
understanding about more specific attacks, 
risks and strategies.

Partnerships between academia and 
industry can bring out the best of both worlds 
to enrich students’ learning. This doesn’t 
have to be two institutions signing long legal 
documents; it can be a lightweight outreach. 
As a recent graduate just a year or so out in 
the work world, the advice that I would give 
any company with a dedicated IT security 
team is to offer staff a half day of work time 
every semester when they can volunteer 
to outreach to the IT student community at 

Raj Hritisha Shee
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universities and TAFEs. Assign someone 
in the organisation to email appropriate 
lecturers and ask if they would like a guest 
lecture from industry, and provide some 
ideas for IT security topics. This needs to be 
genuine volunteer time – a service to this 
discipline – not a vendor pitch, otherwise the 
academics won’t be able to invite you as an 
industry guest.

When you’re a student, it’s inspiring to 
get a feel for how experts tackle everyday 
real-world challenges to secure technology 
in our society. The industry guest lectures 
in my information security subject were 
highlights of my undergraduate final year. 
In-depth firsthand stories from security 
architects, pen-testers and data privacy 
defenders left me in awe and made me 
curious to dig deeper into those role models’ 
stories. Sometimes it can be good to bring 
in two industry guests together, to explore 
practice from different angles. In one 
class, we had a senior security architect 
conducting a friendly debate with a network 
admin about the trade-offs between 
updates/breakage versus downtime in 
the context of a CVSS search, shown on 
the lecture hall screen, and exploration 
of the Capitol One data breach case study. 
The class was engaged, and the cases were 
complex and real.

When my subject lecturer managed 
to secure us the opportunity to attend 
Australian CyberCon in 2019, I was over 

the moon. Those 
complimentary 
tickets were 
well loved by the 
students, some 
of whom would 
otherwise not have 
been able to afford 
to attend. Most of 
us had never been 
to a professional IT 
conference before. 
We’d spent our lives 
in classrooms and 
in casual jobs, often 
on campus. At the 
conferences, we 
went to different 
presentations, and 
then regrouped 
later to share what 

we had learnt. Going from talk to talk 
exposed us to the different sorts of jobs 
people can have in IT security and helped 
us begin to put the pieces together of ‘how 
it all worked’ as an industry. It was truly an 
experience like no other.

That process of discovery builds awareness 
and desire among young people early on. 
Motivating students to consider potential 
careers in this field will also get them thinking 
about specialist practitioner training and 
achieving recognised certifications (like 
Microsoft’s Security SC-900 exam, which I 
know about since I work at the company!). 
These additional and advanced qualifications 
can add long-term value to their employability 
and earning capacity.

Acquiring relevant cyber skills is more 
important than ever for all professionals, 
regardless of their discipline. Therefore, it 
is time for tertiary education and industry 
to upskill early-in-career talent for a more 
equipped and secure tomorrow. Empowering 
them is key to adopting individual and 
organisational security in the long run. •

About the author 
Raj Hritisha Shee is a Cloud Solution 
Architect at Microsoft Australia, working on 
app development with Microsoft Teams and 
Power Platform. She graduated in 2019 with a 
Bachelor’s degree in Computer Science.

This article is the author’s own personal opinion and does 
not reflect the opinion of her employer.
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What has 
encryption ever 
done for us?
BY DR VANESSA TEAGUE, ASSOCIATE PROFESSOR (ADJUNCT) AT AUSTRALIAN NATIONAL UNIVERSITY, 
AND DR CHRIS CULNANE, HONORARY FELLOW, SCHOOL OF COMPUTING AND INFORMATION SYSTEMS, 
UNIVERSITY OF MELBOURNE

How recent cyber security legislation and proposals aimed at securing Australia will do exactly 
the opposite.

T
he Australian Government 
frequently emphasises the 
danger posed by cyber attacks. 
In May this year, Secretary of 
the Department of Home Affairs 

Mike Pezzullo suggested a cyber attack was 
‘immediate’, ‘realistic’ and ‘credible’ to justify 
further intrusive legislation in the form of the 
Critical Infrastructure Bill.1 The Bill focuses on 
new powers, with an absence of safeguards, 
constraints and technical protections.2

It would ‘provide government with the 
necessary and proportionate powers to be 
exercised as a last resort in circumstances 
where a cyber security incident has, is, or is 
likely to impact a critical infrastructure asset 
and Australia’s national interest’. In other 
words, it’s yet another ‘assistance and access’ 
offer we can’t refuse, even if we know it will 
undermine security further.

We all agree that these threats are serious 
– the question is whether current policy 
addresses or exacerbates them. In the same 
week we were told of this threat, we also 
heard CSIRO’s Data61 was disbanding the 
Trustworthy Systems group, the developers 
of the world’s first secure embedded L4 (seL4) 
microkernel – truly groundbreaking work 
that remains globally relevant and unique.

Pezzullo fails to see the contradiction in 
beating the drum about infrastructure security 
while throwing away an irreplaceable group 
of scientists leading the world in figuring 
out how to solve exactly the problem he was 
purportedly so gravely concerned about.3

The Telecommunications and Other 
Legislation Amendment (Assistance and 
Access) Act 2018 (TOLA) already overreaches. 
When the TOLA was introduced, many of 
us argued that its provisions for forcing 
technologists to undermine the security 
of communications systems would damage 
Australia’s cyber security and economy.

Although it is difficult to distinguish the 
effects of TOLA from other problems, a recent 
report by the Internet Society suggests its 
effects on the Australian tech sector have, as 
predicted, been disastrous.4

Has this harm been counterbalanced by 
successful prosecutions of serious criminals? 
We are glad to hear of the success of a recent 
Australian Federal Police (AFP) and FBI 
operation that covertly introduced a fake 
‘encrypted’ app called AN0M into organised 
crime syndicates. The AFP was quick to tout 
the importance of TOLA in the operation, 
with the AFP Commissioner explicitly 
highlighting its use.5

Dr Chris Culnane
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However, since the devices were first 
distributed in October 20186, two months 
before TOLA was passed, one has to 
wonder what part of TOLA was so critical? 
It could be argued that the phenomenal 
success of this operation demonstrated that 
they had the capability to counter criminal 
usage of encrypted communications 
without TOLA and, more importantly, 
without undermining legitimate uses of 
encrypted communications.

Details of exactly how the TOLA provisions 
were used are not provided. Were the more 
invasive provisions of TOLA necessary 
for completing this operation? Were other 
aspects of Australian law more relevant? Are 
there other operations that focus on ordinary 
consumer communications?

We don’t know, because TOLA’s secrecy 
provisions prevent those targeted by it from 
telling others. We know some ABC journalists 
were served a TOLA warrant in the course of 
an investigation into the crime of reporting 
on alleged war crimes. Apart from that, we 
have only a few reports (mostly from the AFP) 
of successful uses of the forced password 

provisions. The public is deliberately denied 
the information it needs to assess TOLA.

The introduction of TOLA has not stopped 
the narrative against encryption – in 
particular, end-to-end encryption. There’s 
nothing special about end-to-end encryption, 
it is just good encryption. The purpose of 
encryption is, and has always been, to control 
who can view the contents of a message or file. 
Attacks on end-to-end encryption threaten 
that control and seek to move it from the 
participants to the government.

The risk is that this facilitates access 
by other, nastier attackers. Thus, the 
Australian Government’s relentless attack 
on secure encryption undermines the 
security of Australia.

It is very much like the backpack example: 
terrorists use backpacks, so we are going 
to require everyone’s backpack to be 
transparent plastic so we will have no more 
terrorism. Right?

Except all that happens is that  
terrorists move to suitcases. And everyone 
who is innocent is now stuck using 
transparent backpacks.

| Cyber Today24 

OPINION AND ANALYSIS



When the Australian Government 
signed on to the international statement 
on end-to-end encryption and public 
safety7, it was attacking good encryption 
and, more broadly, the concept of private 
communication. We have enjoyed private 
communication ever since we were first able 
to talk, whether that be by whispering to the 
person next to us or by finding somewhere 
private to talk. It is fundamental to who we 
are. As the internet has caused our world to 
shrink and our friendship networks to grow, 
we have had to seek new ways to maintain 
the ability to communicate privately.

End-to-end encryption has done that: it has 
allowed us to whisper across the world. Far 
from being a new capability, it is sustaining 
an ancient one in a new global society.

Can end-to-end encryption be used for 
nefarious purposes? Of course it can, in 
the same way whispering can. (So can cars, 
sneakers, steak knives and matches.) If we 
destroyed every freedom that could possibly 
be abused, we would have no freedoms left. 
Would that buy us security?

Undermining end-to-end encryption does 
not deny access to encryption, it just makes 
it less convenient and harder to do right. The 
public will be less secure, but the criminals can 
adapt quickly to maintain their level of security 
and privacy with only marginal additional cost.

Australia’s answer to that problem can be 
seen in the proposed Surveillance Legislation 
Amendment (Identify and Disrupt) Bill 
2020, which creates three new warrants 
allowing disruption of data, networks and 
even account takeover. The risks associated 
with such actions are substantial, from 
incorrect deletion of legitimate data through 
to illegitimate account takeovers used to 
silence critics or opponents. Given the 
history of unlawful access of metadata8, 
further increases in powers with insufficient 
oversight would seem unwise.

Furthermore, account takeover powers 
would contradict good authentication 
practices, such as multi-factor authentication. 
A secure system’s administrators do not 
necessarily have access to everyone’s private 
data or the ability to disable multi-factor 
authentication – either they have to change 
their system to facilitate that access on 
demand (hence weakening its security), or 
they would be unable to obey an account 
takeover demand.

Australia’s cyber policy seems calculated 
to destroy our nation’s capacity to secure 
and defend itself. The focus on powers of 
access and control has undermined the 
cyber security sector in Australia, both 
in academia and industry, and weakened 
protections for ordinary Australians.

We need a new approach oriented 
around funding cyber security education, 
freeing scientists to communicate and teach, 
improving privacy laws so that irresponsible 
data stewards are held accountable, and 
telling the truth to the public when cyber 
security incidents do occur.

At the moment, we are winning neither 
freedom nor security. •

About the authors 
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T
his marked a ‘turning point’ for 
cyber security in Australia, with 
the industry advisory committee 

warning of an urgent need for the country to 
step up its cyber defences. With businesses 
moving their operations online to cope with 
a more distributed work environment, we 
can expect a spike in cyber risk as hackers 
target corporate data. While legacy security 
measures, like user education, access control 
and end-device protection, have their place, 
they alone are not enough to counter the 
increased sophistication in the new wave of 
attacks. Instead, organisations are now asked 
to embed data security into their business 
practices and processes.

Increasingly, data is spreading outside the 
company’s intranet and is becoming invisible 
to IT. This ‘data sprawl’ is undoubtedly 
created by the new working from home trend 
and is likely to stay in the near future.

But now with data being transferred outside 
the safety net of corporate infrastructure, 
sensitive information can easily be intercepted. 
Such information can then be used to directly 
infiltrate corporate core systems.

To trust that your critical assets are 
transferred, stored and tracked securely 
in this new distributed work environment 
requires businesses to re-examine 
fundamental file management processes. 
Though there are many security features that 
can help embed tougher security measures 
into said processes, the following are the top 
six to look out for.

1. Support for multifactor authentication
This requires users to provide authentication 
tokens from multiple devices before access 
can be granted, thus increasing the barrier of 
entry for potential attacks.

2. Data encryption key rotation
This gives IT administrators the ability 
to schedule, pause, restart and report on 
the cryptographic keys that allow trusted 
processes to access mission-critical data.

3. User and IP lockout
This will prevent brute-force attacks from 
any user or IP address that is trying multiple 
login credentials in succession.

4. Compliance with regulations
Securing data while complying with 
international regulations, such as the General 
Data Protection Regulation, California 
Consumer Privacy Act, Payment Card 
Industry Data Security Standard and Health 
Insurance Portability and Accountability Act.

5. Central audit trail
Having a centralised visibility and audit trails 
of all transfer activities so potential leaks and 
security holes can be identified.

6. Secure Automation
Providing a tamper-proof automated 
environment that can minimise human error, 
and ensure file integrity and delivery.

Until the current cyber security approach 
is changed, attacks will continue to rise, and 
businesses will continue to pay the price. This 
change starts with embedding security into 
digital processes, instead of solely relying on 
users and obsolete infrastructure security. •

This article is contributed by PROGRESS, an 
industry leader in network monitoring and 
managed file transfer services.

Progress MOVEit 2021 was recently launched 
with new security and productivity features. 

Embedding data security 
in a ‘work from home’ 
environment
In the wake of a spate of serious cyber attacks last year, Australian Prime Minister Scott Morrison 
warned that they were among the most significant and coordinated cyber attacks targeting 
Australian institutions to date. And the frequency of such attacks has been increasing.
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The licensing  
of IT security
BY AJOY GHOSH, ON-DEMAND/INTERIM CHIEF INFORMATION SECURITY OFFICER, ALCHEME PTY LTD

The topic of licensing IT security, or cyber security, professionals pops up from time to time, and it 
elicits somewhat polarising reactions across our professional communities.
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I
n New South Wales, the topic is again 
being raised as the Security Licensing & 
Enforcement Directorate (SLED), part of 
the New South Wales Police Force, is more 
actively pursuing its agenda of education 

and enforcement.
The arguments – and I’ll call it an 

argument rather than an informed debate 
because of the many emotive reactions – can 
be broadly summarised as:

 — You should obtain a licence if you are 
undertaking a prescribed activity.

 — Cyber security is not a prescribed activity, 
and cyber security consultants shouldn’t 
need to be licensed.

 — Security licences are intended to 
regulate thugs and standover men, not IT 
professionals.

I should say at the outset that I am in the 
first camp; I believe you should obtain a 
licence if you are undertaking a prescribed 
activity. This is consistent with the Australian 
Information Security Association’s (AISA’s) 
own Code of Ethics, which says: ‘I will comply 
with all relevant laws’. The difficulty, however, 
is identifying whether or not some common 
cyber security activities are prescribed 
as licensed security activity or as licensed 
investigation activity. Many common cyber 
security activities are clearly not activities 
that require the operator to be licensed.

So far in our business, we have avoided the 
need to be licensed by avoiding the activities 
that clearly fall into a ‘licensable’ category. 
Sometimes this has meant referring work to 
an entity that is licensed. When COVID-19 
hit, we wanted to broaden our cyber security 
offerings and had to consider whether the 
new things we wanted to do were licensable. 
In doing so, we took the opportunity to 
evaluate our existing services in light 
of what we learnt. I am hoping that the 
following commentary will help to better 
inform each of your individual deliberations 
on whether or not the specific cyber security 
activities you undertake will result in you or 
your business needing a licence.

I am not a lawyer, and these are merely my 
own research findings and observations as 
I’ve pondered the questions for myself and 
for my cyber security business.

Prescribed security activities
In New South Wales, the Security Industry 
Act 1997 sets out what it means by carrying 

on a ‘security activity’. They primarily relate 
to protecting people and property. Most 
are clearly not related to cyber security, but 
others may be – for example:

 — 1f: selling security methods or principles
 — 1h: providing advice in relation to security 

equipment (other than basic household 
or automotive security items at approved 
classes of retail outlets), including 
providing product advice in relation to 
security equipment

 — 1h1: providing advice in relation to the 
identification and analysis of security 
risks, and providing solutions or 
management strategies to minimise 
security risks.

There are also exceptions, primarily 
based on the person’s employment. These are 
quite clear, so they can be set aside for the 
purposes of this discussion.

In the past, the distinction between the 
prescribed security activities and information 
security has been reasonably clear:

 — security deals with protecting people 
and property

 — information security deals with 
protecting data, computers and 
computer networks.

The convergence of physical and 
information/cyber security and our 
industry’s relentless mantra that cyber 
is everyone’s responsibility has made 
this distinction less and less clear. Some 
examples that come to mind as being in the 
grey area are:

 — assessing the security of a computer room
 — providing advice on protecting a laptop 

from theft
 — providing advice on whether a building 

management system or CCTV can be 
accessed from the internet

 — providing advice on how not to have a 
building management system or CCTV 
accessed from the internet

 — ensuring IT staff have completed criminal 
history checks.

When does a mobile phone stop being a 
retail consumer device and start becoming 
security equipment, or monitoring things 
like location (common for multi-factor 
authentication) become surveillance?

Prescribed investigations activities
In New South Wales, the Commercial 
Agents and Private Inquiry Agents Act 2004 

Ajoy Ghosh
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prescribes investigations of persons as 
a licensable activity and defines it as any 
activity carried out by a person on behalf 
of a second person (not being his or her 
employer), being an activity that involves 
finding a third person or investigating a third 
person’s business or personal affairs.

In the past, the distinction has been clear; 
however, the pervasiveness of cyber and the 
mantra of open-source intelligence now blurs 
the line.

Consider whether the following activities 
might be considered as investigating a third 
person’s business or personal affairs.

 — A consulting red team uses public 
registers and social media to build a list of 
potential targets within a client’s company.

 — An IT team reviews Facebook posts of 
potential new hires to assist HR in their 
recruitment process.

 — A website offers to build social media 
profiles and monitor posts of employees

 — When asked to recover data from the 
computer used by an ex-employee, IT 
security finds emails and documents 
they might have sent to their personal 
email account; is the ex-employee now a 
third person?

What should you do if you want to 
undertake a licensed activity?
My purpose in writing this article was to 
get you thinking about whether you are 
undertaking a licensable activity. I’m certainly 
not suggesting that all cyber security 
professionals will need to be licensed. On the 
contrary, I expect that there will be crossover 
in a small number of cyber security activities 
and only some cyber security professionals 
will need to be licensed.

In New South Wales, Service NSW allows 
people to search for security licences.1 I 
searched for some individuals and companies 
that offer services that I believe are clearly 
in the licensable category and found that a 
handful were listed, a handful were listed 
as expired licences, and most weren’t listed. 
There isn’t a publicly searchable register for 
CALD licences, so some may well be licensed 
that way.

To their credit, SLED’s stated approach is 
one of education and encouraging entities to 
become licensed, in preference to enforcement.

If you decide that you’ll need a licence, the 
process for getting licensed is explained clearly 

on SLED’s website.2 Along with the application 
forms and supporting material, there is a 
requirement for vocational training. This is 
also explained clearly on the website along 
with a list of approved training organisations.

When I made online inquiries regarding 
training, I was pleasantly surprised to find 
that the price was less than most cyber 
security training. Unfortunately, when 
it came to enrolling, I was told by almost 
all of the listed training organisations (I 
called all those in the Greater Sydney area) 
that they were no longer taking students 
due to COVID-19, or that they were taking 
expressions of interest and would run a 
course when there was enough interest. After 
a lot of calling around, I was able to find one 
that would enrol new students.

Other states
While I’ve focused on New South Wales, 
other states have similar licensing 
requirements. I’ve only explored these 
superficially so I can’t try to explain them 
here. The matter of WUT vs Victoria Police3 
is a rarely published example of a cyber 
security professional having a security 
licence revoked, and provides some insight 
into the considerations relating to whether a 
person is fit to hold such a licence. •

About the author 
Ajoy Ghosh is a Fellow of AISA, and owns and 
runs a small cyber security business in New 
South Wales. COVID-19 has changed the mix 
of cyber security activities of the business, 
and how it is advertised and delivered to 
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L
ast September, Gartner included 
cyberthreats to physical processes 
and assets in its ‘Top 9 Security and 

Risk Trends for 2020’. The global research 
company explained how ‘emerging threats, 
such as ransomware attacks on business 
processes, potential siegeware attacks on 
building management systems, GPS spoofing 
and continuing operational technology (OT)/
Internet of Things (IoT) system vulnerabilities, 
straddle the cyber-physical world’.

Security misconfigurations or, in some 
cases, a total disregard for security, resulting 
in opportunistic attacks, are some of the most 
common security shortcomings today.

Ransomware has long been an IT 
security issue, but can also impact building 
management servers that may control 
multiple systems, like lighting, and heating, 
ventilation and air conditioning.

Picture the wasted stock that a butcher 
would have to discard if their refrigeration 
system was tampered with, or building 
occupants being unable to exit the building 
after access controls were locked down. These 
are extreme examples, but are a wake-up 
call. Organisations must consider what they 
could be liable for in the result of an attack. 
More commonly, the issue revolves around 
money. Opportunistic robots don’t care 
what the system is – all they want to do is 
lock it up and ransom it back to its owner 
for cryptocurrency.

Not defining clear lines of ownership is 
one of the biggest mistakes an organisation 
can make when it comes to OT security. 
Between facilities managers (FMs), OT 
managers and, sometimes, building 
management system contractors, there are 
often no clear lines of accountability for the 
system. There’s no rule for who should own 
any system – as they are all different – as 
long as somebody does.

To even start to tackle the cyber security 
issue, a current understanding of a site’s risk 
profile is required, including what assets 
are on site and their life cycles. Tackling the 
issue can be an incredibly technical task 
most of the time. It is unfair to expect FMs 
or contractors to build this by themselves. 
Progress is being made in this area, though, 
as many buildings and real estate investment 
trusts are building cyber security policies 
that empower their FMs to communicate 
cyber risk and expectations with contractors. 
For this reason, a contractor who provides 
support that helps FMs to understand and 
meet their security requirements, regardless 
of their OT security literacy, is key.

Cyber cloaking is the best defence. 
Without it, you are exposed directly to the 
internet. Cyber cloaking will hide you to 
the point where, based on the Australian 
Cyber Security Centre’s recommendation 
of security modelling, nothing should be 
accessed without some sort of VPN. This 
prevents bots and unknown people on the 
internet from being able to detect your 
equipment during their scans.

Grosvenor Engineering Group’s team 
of cyber experts can assist you with risk 
modelling and getting the right solution to 
make you invisible to the bad guys. •

Cyber cloaking
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Are there gaps  
in your OT security?
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An oversight of many property managers is thinking that Cyber attacks only  
occur through IT systems, however, ransomware attacks are becoming increasingly 
common through Operational Technology (OT) systems. Think: HVAC, BMS, CCTV, 
Fire systems, IoT and other services critical to running your buildings.
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Will ensure you’re not exposed, after all, outsiders can’t attack what  
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Designing your 
blockchain 
solution with a 
security mindset
BY ERIKA SALMON, CYBER SECURITY ANALYST

Blockchain, often considered an exponential technology, is becoming increasingly sticky. 
With applications and uses having now moved beyond being the technology behind 
cryptocurrency, its inherent capabilities for collaboration, integration, transparency and 
automation are implemented for other use cases and industries, with agriculture, energy 
and supply chain being a few.
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A
t its core, the concept of 
blockchain is simple: a 
distributed, immutable, 
cryptographically assured ledger 
that has applications (smart 

contracts) interfacing with it. Since its 
inception, blockchain evangelicals lauded 
blockchain as unhackable and exclaimed 
that it would change the world. While it has 
many practical applications and numerous 
possibilities, the idea of a technology being 
impenetrable humorous; everything is 
hacked eventually. 

Based on the principles of cryptography, 
decentralisation and consensus, blockchain 
technology’s data structures have inherent 
security qualities to ensure trust in 
transactions. However, the first cracks 
started showing in the mid 2010s, with 
malicious and opportunistic attackers 
stealing more than US$2 billion in 
cryptocurrency since the beginning of 2017 
through code exploitation, stolen private 
keys and compromised computers. 

Malicious actors threaten blockchain in 
four primary ways: phishing attacks, routing 
attacks, Sybil attacks and 51 per cent attacks.

With the intent to defraud wallet 
key owners of their credentials and 
other sensitive information, numerous 
phishing templates with varying levels of 
sophistication are used. Much like man-in-
the-middle, a routing attack is a technique 
whereby malicious actors intercept data as it 
is transferring to internet service providers, 
extracting confidential information and 
currencies. Similar to denial-of-service 
attacks, Sybil attacks are when malicious 
actors create and use many false network 
identities to flood the network and crash 
the system. Finally, the 51 per cent attack is 
when an attacker or group of attackers have 
consolidated the system’s mining resources 
until they’ve attained more than 50 per cent, 
resulting in control over the ledger and the 
ability to manipulate it. 

The use of blockchain technology at an 
enterprise level is increasing. As is the 
case when building any secure system, 
when building an enterprise blockchain 
application, security should be considered 
at all levels of the technology stack and 
governance and permissions established 
for the network. A comprehensive security 
strategy should combine traditional security 

controls alongside blockchain technology’s 
unique concepts, including: 

 — identity and access management 
 — key management 
 — data privacy 
 — secure communication 
 — smart contract security 
 — transaction endorsement. 
Smart contracts are made up of lines 

of code stored in the blockchain. Their 
purpose is to automatically execute when 
predetermined terms and conditions are met 
via small programs that replicate processes 
or business logic. They’re used to enforce an 
agreement between multiple parties without 
the need for an intermediary. 

As stated, smart contracts are made up of 
code, and can therefore be flawed, allowing 
the possibility of an attacker exploiting this 
vulnerability to modify critical details, rules 
and processes within the code. Implementing 
application security and DevSecOps into 
your software development process can help 
prevent and mitigate potential code exploits 
and vulnerabilities that you would otherwise 
bake into your code. 

When designing your blockchain solution, 
consider these key questions: 

 — What is the governance model for 
participating organisations or members?

 — What kinds of data will be captured in 
each block? 
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 — What are the relevant regulatory 
requirements, and how can they be met? 

 — How is identity managed? 
 — Are block payloads encrypted? 
 — How are keys managed and revoked? 
 — What is the disaster recovery plan for 

blockchain participants? 
 — What is the minimal security posture 

needed for blockchain clients to 
participate? 

 — What is the logic for resolving blockchain 
block collisions? 

Creating valuable monitoring at both 
an application and a network level, with 
actionable insights, is key to protecting 
your blockchain implementations. 
Devising a zero-trust strategy is also 
effective and achievable. 

 — Build a layered defence where each layer 
provides a level of distrust to all the layers 
above it. 

 — Enforce strict access controls both at 
the application and blockchain layers to 
prevent overly permissive access and 
abuse. 

 — Ensure there are strong governance 
controls and processes around the 
handling of all sensitive information, 
including keys. 

 — Implement robust change controls and a 
secure code review process to ensure all 
configuration settings and source code (i.e., 

smart contracts) are as secure as possible 
and do not contain any known weaknesses. 

Blockchain is new and exciting, and 
with increasingly effective uses of it being 
seen in the wild, you may be working 
on a project involving it one way or 
another in the near future. Don’t let it 
be your organisation’s downfall. Just as 
with everything interacting with your 
environment, it should be constructed and 
implemented in a secure manner. By using 
traditional security techniques – sometimes 
applied in a new way – you can achieve a 
robust and resilient blockchain application 
that is secure and works as intended. Dip 
your toes, experiment and remember that 
while looking new, the underlying security 
principles remain the same. •

About the author 
Erika Salmon is currently employed as 
a cyber security analyst and is working 
towards her Graduate Certificate in 
Cyber Security. Interested in emerging 
technologies and their applications, she also 
seeks to explore their uses in expanding our 
cyber maturity, while also exploring how we 
can secure these solutions from the outset. 
Salmon is also a Branch Executive with 
the AISA Sydney branch, where she hopes 
to contribute to building a supportive and 
informative InfoSec community.

Cyber Today | 37 

RESEARCH AND TECHNOLOGY



D
uring World War II, United States Air 
Force bombing crews were ordered 
to destroy ball bearing plants in 

Schweinfurt, Germany. Ball bearings are 
a critical component in the production of 
war machinery. Just a few bombing runs on 
ball bearing plants in Schweinfurt reduced 
German war-machine production by 
38 per cent. The attack on an enemy’s supply 
chain had a compounding effect that was 
much greater than the initial impact. 

The concept of a supply chain attack is 
simple. The first step is to figure out all the 
components used to manufacture a mechanical 
device and trace those components, skilled 
resources, raw materials, transport and other 
logistics involved all the way back to their 
origin. A disruption at any point in this chain 
of relationships and interdependencies has the 
potential to halt production.

Malicious cyber actors are aware that 
attacks against supply chains are highly 
effective and profitable. Ransomware of any 
organisation along a supply chain applies 
pressure to the victim to pay, compounded by 
upstream and downstream partners waiting 
for the business to resume normal operations.

Not only do cybercriminals lock up 
computer networks to stop production, 

but they also sell confidential stolen data to 
competitors and profit at both ends. These 
attacks already extend into the Internet 
of Things, satellite, medical and critical 
infrastructure networks. Imagine the 
impact of locking down a mining company’s 
production facilities, ransoming a satellite 
before a $500-million pay-per-view boxing 
match, or locking a power company out of 
its own smart meters. These threats are not 
science fiction; many have already occurred, 
and more will follow.

State-based cyber actors work against 
Australian interests by compromising critical 
infrastructure, military, commercial and 
academic networks to further their own 
economic, political and military goals. Why 
go to this effort? To create ‘cyber-shu’, as the 
Chinese put it – building potential power that 
can be unleashed on the battlefield at a time 
of their choosing.

In 1943, the Nazis assessed the impact 
of ball bearing factory destruction 
and reacted wisely. They distributed 
manufacturing to multiple domestic 
locations that could be better defended, 
sought multiple suppliers for raw resources 
and stockpiled components in anticipation 
of future disruptions.

Work by the Australian Cyber Security 
Centre continues to teach critical 
infrastructure and small businesses 
alike that they need to defend themselves 
better, collaborate on defensive measures, 
and plan ahead for cyber intrusions. 
Collaboration is also key in the security 
industry, amplifying these messages 
through education, threat intelligence 
dissemination and security controls that 
leverage collective defence efforts. These 
philosophies underpin Cybermerc’s 
continued efforts as the company continues 
its mission to build a collective defence 
across Australian networks through the 
AUSHIELD program. •

Addressing cyber 
vulnerabilities in 
Australia’s supply chains
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I
n August 2020, the Australian Government 
launched a new cyber security strategy. 
Its vision is to create a ‘more secure online 

world for Australians, their businesses 
and the essential services upon which we 
all depend’. As part of implementing this 
strategy, the government is widening the 
scope of critical infrastructure through 
the Draft Security Legislation Amendment 
(Critical Infrastructure) Bill 2020.

The Bill expands the application of the 
Security of Critical Infrastructure Act 2018, 
which encompasses electricity, gas, water, 
ports and telecommunications. It now includes: 
communications; data storage and processing; 
defence; financial services and markets; food 
and groceries; higher education and research; 
healthcare and medical; transport; energy; 
space technology; and water and sewerage.

What could it mean for you?
The new requirements in the Bill pose a 
number of challenges for organisations 
now considered part of Australia’s critical 
infrastructure. Specifically, you need to:

 — provide ownership and operator 
information through a Register of Critical 
Infrastructure Assets

 — adopt and maintain a critical 
infrastructure risk management program

 — report cyber security incidents
 — understand and, where required, align to 

enhanced cyber security obligations.
The draft Bill also sets out overarching 

principles outcomes, providing that your risk 
management program must:

 — identify hazards that present a material 

risk to the availability, integrity, 
reliability and confidentiality of critical 
infrastructure assets, information or data 
about, or stored in, those assets

 — mitigate risks to prevent incidents
 — minimise the impact of realised incidents
 — implement effective governance and 

oversight procedures, including testing 
and evaluation, relating to security.

How to adapt your security posture
With such a focus on cyber risk planning and 
mitigating incidents, if your business now falls 
under proposed categories, you should review 
how you identify and reduce risk across your 
entire connected environment. That might 
mean a core network or a variety of services 
spanning into operational environments, 
mobile devices and, of course, users.

If you are wondering where to start, 
consider how you can identify and mitigate 
your vulnerabilities, monitor for malicious 
behaviour, and investigate and respond to 
attacks. For example, do you have access 
to security operations centre capabilities 
for centralised monitoring and response? 
If not, working with a partner specialising 
in managed detection and response may be 
one way to remain on top of your security 
incidents and compliance requirements. 
And if you’re integrating connected devices 
throughout your operations, you should 
consider how you can get better visibility of 
your IT and Internet of Things/operational 
technology devices co-located in critical 
infrastructure environments.

Knowing where to start can be 
challenging, particularly if you have 
limited cyber security resources and skills. 
Security advisory services experts can help 
you to align your security program with 
best practices that go beyond compliance 
requirements, and recommend tactical and 
strategic initiatives to drive measurable 
improvements in your risk planning. •

For more information, visit  
https://www.rapid7.com/c/anz-cyber-security/

Critical infrastructure
BY DAVID COLEMAN, LEAD SECURITY SOLUTIONS ENGINEER, ANZ, RAPID7

How can your organisation adapt its security posture to comply with proposed cyber security 
requirements?

| Cyber TodayA 

PARTNER CONTENT

508049E_Rapid7 I 2580.indd   1508049E_Rapid7 I 2580.indd   1 23/7/21   9:59 am23/7/21   9:59 am

| Cyber Today40 

PARTNER CONTENT



Security that  
advances with you
Innovate without slowing down. Get the visibility,  
analytics, automation, and expert guidance you need  
to securely advance. 
 
Learn how we can help:
Visit us at www.rapid7.com 
or email us at anzsales@rapid7.com

508049A_Rapid7 I 2580.indd   1508049A_Rapid7 I 2580.indd   1 19/7/21   10:48 am19/7/21   10:48 am



Who’s winning in 
the game of attack 
and defend?
BY DR WADE BAKER, PROFESSOR, VIRGINIA TECH, AND PARTNER, CYENTIA INSTITUTE

It’s often said that the ‘playing field’ of cyber security is heavily tilted in favour of attackers. Defenders 
must do everything perfectly, while attackers gain the upper hand if given the slightest opportunity. 
But is that an accurate depiction of the contest? Not exactly, according to recent research.
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W
e recently had the 
opportunity to explore this 
attacker-defender dynamic 
through two massive 
datasets. Kenna Security 

provided vulnerability scan and remediation 
data on more than 13 million vulnerable assets 
by approximately 500 organisations that use 
their platform to prioritise vulnerability 
risk. Detections of attempts to exploit those 
vulnerabilities were contributed by Fortinet, 
which has security sensors deployed across 
tens of thousands of organisations.

Putting all that data together allowed us to 
produce Figure 1. The 
blue line shows the 
average time required 
by organisations 
to remediate 
vulnerabilities. 
Following that line 
shows that it takes 
about five months 
from when a patch 
is available for 
firms to remediate 
80 per cent of 
vulnerabilities across 
their environment. 
The red shows the 
spread of exploitation 
attempts from the 
first organisation 
that detected related 
activity to the last 
(sometimes that’s 
just a few firms; 
sometimes it’s tens of 
thousands). Tracing 
that line reveals that 
it typically takes six 
months for attackers 
to reach 80 per cent 
of their target 
population.

The interplay 
between the attacker 
and defender 
timeliness tells a 
compelling story; 
attackers clearly 
have first-mover 
advantage (see the 
red shaded area 
from three months 

prior to patch until a week or so after), but 
defenders then kick it into high gear after 
patch release. They actually fix flaws faster 
than exploits spread in the wild for the next 
six months. After that, the law diminishing 
returns seems to set in and attackers steal 
back the momentum as defenders struggle 
with all those hard-to-find-and-fix assets 
strewn about their environment.

Figure 1 shows an overall average across 
all vulnerabilities affecting all types of 
assets; but the dynamics between attackers 
and defenders are much more varied than 
the clean set of curves depicts. Imagine 

Figure 2

Figure 1
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creating attacker-defender curves for 
each technology product vendor, and then 
determining which ones are above and below 
average for remediation and exploitation. 
Sounds incredible, right? Well, that’s 
exactly what Figure 2 depicts. Here’s a quick 
summary:

 — Vendors are plotted according to 
remediation (X-axis) and exploitation 
(Y-axis) rates.

 — The dots for each vendor are sized relative 
to the number of detected vulnerabilities.

 — The dashed lines separate overperformers 
and underperformers on each of those 
dimensions.

Based on these results, vendors have 
a heavy influence on both the rate of 
remediation and exploitation. Those in the 
lower-right quadrant, namely Google and 
Microsoft, are inherently more conducive 
to maintaining defender advantage. Despite 
their huge surface area of exposure, 
they’re enabling defenders to remediate 
very quickly. This probably has a lot to do 
with their mature, coordinated disclosure 

programs and practice of frequent, 
automatic updates.

Vendors in other quadrants – especially 
in the upper-right – will make that feat more 
challenging. That’s not to say your security 
destiny is determined solely by the software 
or hardware in your environment. But 
this strongly suggests that vulnerability 
management programs that adapt to the 
strengths and weaknesses of their tech stack 
are best positioned to reduce risk efficiently.

How does an organisation know if they’re 
in such a position? Is it possible to determine 
the relative exploitability or remediability 
of an entire organisation? How does this 
factor into the probability of attacks and 
other risk measures? All of these are good 
questions worthy of exploration, but we’re 
out of time and words for this article. Until 
we get more – may your blue curve remain 
well above the red. •

About the author 
Dr Wade Baker is a Professor at Virginia Tech 
and Partner at Cyentia Institute.
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Investing in 
cyber security

BY SAMANTHA MACLEOD, FELLOW, AUSTRALIAN INFORMATION SECURITY ASSOCIATION

Nothing has happened or you’re not sure you need it? Make the security investment anyway! 
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I
nvesting in cyber security is just like 
paying an insurance policy; the only 
questions are: how much does it cost 
and what do we get for that investment? 
How much is enough? What else could 

the enterprise invest in? Is a platinum 
standard cyber security policy what the 
enterprise needs? 

Questions like these are difficult and can 
often go unanswered. But if the ‘attackers’ can 
work out a ransom, surely we can work out 
our cyber security investment strategy?

Chief information security officers 
(CISOs) and their teams work incredibly 
hard to find and close security gaps, improve 
cyber security maturity, and manage the 
protection of their enterprises. Because of 
the general resistance in enterprises towards 
spending too much on cyber security, most 
do this with limited resources and need to 
frequently make judgement calls on what the 
priorities are at any given point in time. As a 
supporting function that doesn’t turn a profit 
for the enterprise, an internal cyber security 
team is constantly under scrutiny for how it 
does the work, what the cyber security spend 
is, and whether it is the priority versus the 
needs of other areas of the business. 

Whether they have been given an 
opportunity to build a new capability, or 
to uplift the cyber security posture of an 
existing function within an enterprise, a 
CISO may also need to contend with both a 
changing regulatory and threat landscape. 
If the focus is on uplift, CISOs typically run a 
program of work, made up of several projects, 
to deliver improvements and provide 
confidence to the board that the matter of 
cyber security is being addressed. Once the 
improvements are made and confidence is 
delivered, the conversation about ongoing 
investment commences, and cyber security 
teams need to articulate the need for funding 
from the enterprise. This becomes a difficult 
discussion when the board may have been led 
to believe that the problem has been solved 
through the program of work.

If cyber security is seen as a problem to 
be solved, it’s not surprising that the CEO is 
swayed to drive change through a program 
approach. This way they can justify 
funding allocations and metrics that will 
show how the enterprise has effectively 
resolved the issue; however, cyber security 
is a condition to manage. Like your own 

personal health, a 12-week program is a 
good start, but ongoing maintenance and 
consistency is the key to continued health. 
A focused program of improvement sets the 
foundation, but reliability of good cyber 
security hygiene and continued maturing of 
the capability is key. The threat that a cyber 
security breach presents to enterprises 
doesn’t abate once all the foundational work 
is done. It does not decrease in the absence 
of an attack or incident, or where the cyber 
security capability is seen as being stable 
for some time. 

Cyber security threats continue to 
increase with global connectivity and the 
proliferation of personal devices holding 
important personal data. During the 
COVID-19 pandemic, cyber security threats 
have increased, with attackers targeting 
people’s increased reliance on digital tools, 
and exploiting their fear and uncertainty.1 
Yet, for some enterprises there is a 
misconception that once the cyber security 
program work is complete, investment may 
be directed elsewhere. This then raises the 
question: without adequate investment 
in cyber security people, process and 
technology, who will secure the enterprise 
and its assets, and with what?

It appears to be hard for enterprises 
to determine how much cyber security 
investment is enough; however, attackers 
seem to know the value of their target and 
how much to ask for their ransom. The 
average ransomware payout is estimated 
to be approximately $234,000 per event.2 
Attackers are commercial. They are 
sophisticated, and they look at the annual 
turnover and profit of their target to 
determine a suitable ransom. There is no 
point asking for $10 million if an enterprise 
can’t afford it. At this point, many enterprises 
that find themselves asked to pay a ransom 
start doing a cost-benefit analysis, weighing 
the price of the ransom against the value of 
the stolen data.3 If a ransom is equal to even 
just five per cent of an enterprises profit, 
is that a justifiable business expense? Once 
the cost of managing the cyber security 
incident and the legislative, reputation and 
customer trust impacts are added to the 
cost of the ransom, is relying on ‘paying a 
ransom’ a reasonable cyber security strategy 
compared to investing in cyber security as a 
business priority? 
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If the cyber security threat for any enterprise 
is increasing and an investment in cyber 
security protections is not prioritised, then 
an enterprise is unable to maintain its cyber 
security maturity and is subsequently not 
remaining secure. Weaknesses in cyber security 
maturity may result in issues with security 
compliance, an inability to maintain the trust and 
confidence of customers, and becoming a weak 
link in the industry. It may also mean becoming 
an easier target for an attack. In August 2019, 
CSO Online suggested that several factors can be 
used to help to determine the priority for cyber 
security spending, such as alignment with best 
practice, compliance mandates and responding 
to cyber security incidents, as well as asking the 
enterprise the following questions.4 

 — What is the business strategy and what 
new business initiatives are critical to the 
enterprise’s success? 

 — What is the cyber security strategy, and how 
will cyber security support the business 
strategy and future business initiatives?

 — What are the regulatory expectations, 
or what advice is coming from industry 
experts relating to cyber security? 

 — What level of cyber security maturity do 
your competitors or enterprises of a similar 
size or industry aim for? What is the right 
level of maturity for your enterprise?

 — What is the threat landscape for  
your enterprise?

 — What incidents have you experienced 
regarding cyber security, privacy or 
technology, and what was the impact? 

Irrespective of industry or enterprise, 
there has been a recent shift in the way 
we work, and this has resulted in new 
types of cyber security threats. Some 
enterprises are taking advantage of gig 
workers, have migrated permanent staff 
to ‘work from anywhere’, and are still 
transforming to overcome operational 
challenges. Others are continuing to 
move operational workloads to the cloud, 
or to digitise their businesses. All these 
changes to the way we work and how work 
is orchestrated have created a new element 
of cyber security to be managed. If digital 
innovation continues to revolutionise 
business strategies, the requirement for 
data security and secure access must be 
top of mind for the CEO. 

On the other hand, it’s not uncommon 
to hear that if ‘nothing’ has reportedly 
happened then enterprises start to question 
the value of an ongoing investment in 
cyber security. But what is the price 
when ‘something’ does happen? JBS had 
to partially shut down its operations due 
to a cyber attack contributing to global 
meat shortages; and a month before this, 
fuel shortages extended across the United 
States when the Colonial Pipeline was 
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impacted by a cyber attack. These incidents 
are being widely reported as ‘reflective of 
weaknesses in the cyber security maturity’5 
and a failure to invest in cyber security by 
both enterprises. In each case, the attackers 
requested a ransom from their targets.

The premise that ‘nothing has happened’ 
most of the time couldn’t be further from 
the truth. Mature cyber security detection 
and response processes mean that not 
every threat becomes an incident. The 
cyber security team has caught, managed 
or prevented an incident well before it’s 
bought to the attention of the enterprise. So, 
is the perception that nothing has happened 
simply a communications issue? It’s important 
that CISOs are reporting these metrics and 
helping their enterprises to understand that 
‘no impact’ doesn’t mean that ‘nothing’ is 
happening around, or to, the enterprise.  

In its 2014 paper ‘Eight Ways to 
Communicate Security Benefits to Executive 
Management’, Gartner found that a lack of 
understanding of cyber security could be 
due to the fact that ‘reports contained too 
much information and fear, were overly 
complex, lacked alignment with wider 
business strategies, and had no connection 
to board-relevant decision-making’. There 
was also a suggestion that there is a ‘state of 
continuous conflict between the business 
wanting to drive innovation, and the cyber 
security team trying to rein in risk’.6 This may 
be the catalyst for cyber security investment 
often being put on the chopping block, while 
enterprises prioritise driving their business 
strategies. If the intrinsic link between the 
two was well understood, would enterprises 
support a more balanced investment strategy?

The whole enterprise needs to understand 
the importance of managing cyber security. 
Ensuring that all departments have 
accountability for cyber security and that 
it is seen as a shared responsibility is key to 

ensuring that the cyber security maturity of 
the enterprise is adequately addressed. A CISO 
that can articulate cyber security concepts 
for the Executive Committees, is pragmatic 
about the likelihood of threats, and knows 
the value of a cyber security investment is 
an asset. Cyber security decisions should 
be business-centric, aligned to the strategic 
endeavours of the enterprise and highly 
visible. Communication is important, and an 
approach to cyber security that talks about 
business priorities and reducing risk is more 
important than operational information full of 
technical jargon. 

Because cyber security typically sits in 
technology, it can be abstracted from other 
departments and is sometimes seen as a blocker 
to key business initiatives given its focus on 
preventing cyber security risk. If a shared 
responsibility for cyber security exists, issues 
associated with business alignment, investment 
or where cyber security is seen as a blocker 
can be resolved. Collaborative approaches to 
the management of cyber security provides 
enterprise-wide depth in understanding. It 
helps the CISO to identify advocates for cyber 
security who can help demonstrate the value 
that it brings to the enterprise. 

When the CISO is asked to provide a view on 
the value of cyber security, to support changing 
business strategies, or as part of the annual 
investment cycle, ‘how’ investing in cyber 
security will support the enterprise to achieve its 
strategy should be top of mind. Asking advocates 
from across the enterprise to communicate the 
cyber security ‘why’ is important. 

Please avoid the following common 
pitfalls when reviewing cyber security in 
your enterprise.

 — Thinking that cyber security is a one-off 
activity: Cyber security should be a part of 
your long-term strategic planning and as 
important to the business operating model 
as any other risk management activity. 

 — Decentralising security capabilities: 
Understand the value in specialised 
security resources, and leverage a 
centralised cyber security management 
team with shared enterprise 
responsibility for cyber security. 

 — Keeping cyber security challenges and 
requirements a secret: Discuss cyber security 
matters and issues with peers, and find 
solutions within industry when required. 
Avoid surrounding cyber security with 

Collaborative approaches to the 
management of cyber security provides 
enterprise-wide depth in understanding. 
It helps the CISO to identify advocates for 
cyber security who can help demonstrate 
the value that it brings to the enterprise
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mystery; employees should be informed 
about the importance of cyber security in 
their roles and for the enterprise.

 — Assuming that cyber security is someone 
else’s problem: Cyber security is 
not an IT issue or a risk that can be 
wholly transferred. Delivery of the 
cyber security strategy and ongoing 
operational management should 
include defined accountability across 
the enterprise. 

 — Reducing the cyber security technology 
footprint: Automation adds to the 
effectiveness of cyber security. Ensuring 
that the right technologies and point 
solutions are implemented supports this.

 — Forgetting that security of people and 
data is key: A lot of focus is given 
to securing technology assets. It’s 
important that enterprises protect 
critical data assets and know how to 
secure key enterprise processes. 

 — Waiting to embed good security hygiene 
until after a major data breach! 

Answer the important investment 
question of how you can start to develop 
cyber security maturity for the enterprise by 
considering the following important aspects 
of a cyber security capability.

 — Adopt a cyber security framework: Establish 
a cyber security policy and set of standards 
that align to the industry expectations and 
best practices that suit the enterprise to 
establish a framework for cyber security.

 — Embed cyber security risk management 
practices: Quantify the risks, measure 
leading/lagging indicators of risk, 
and security risk assess technology 
investments. Understand the risk actions 
and the priority of addressing security 
risks across the enterprise.

 — Take a risk-based approach to cyber security: 
Know the quality of the cyber security 
controls that underpin risk, understand 
both the inherent and residual risk 
facing the enterprise, and conduct 
security assurance activities to assess the 
management of cyber security risks.
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 — Establish minimum cyber security 
requirements: Ensure that cyber security 
requirements are built into all funded 
projects and that cyber security maturity 
efforts are supported by measurable 
targets. Use this practice to boost 
maturity, and to eliminate possible 
loopholes during the implementation of 
new products and services or technologies 
that can introduce weaknesses in cyber 
security management.

 — Develop a cyber security awareness culture: 
Socialise the cyber security strategy with 
the enterprise and make sure it’s well 
understood. Share cyber security updates 
and key information across the enterprise, 
and train people to understand the cyber 
security risk that the enterprise is facing. 

 — Act with speed: Ensure that there is an 
emphasis on speed in the enterprise’s 
cyber security culture – not only the 
ability to respond quickly to a cyber 
security event, but also to kick off risk 
management actions when a vulnerability 
or gap in the cyber security of the 
enterprise is recognised. 

It seems that every day there is a report 
on a significant cyber attack in the press – 
Colonial Pipeline allegedly paid $5 million 
in ransom to attackers.7 This generates fear 
for some enterprises, and they subsequently 
take an introspective look at how well they 
are managing their cyber security. Other 
enterprises who have been investing in 
cyber security measures for some time, 
and are yet to experience the impact of a 
cyber security incident, may question the 

value of the cyber security investment to 
date. Understanding the risks that your 
enterprise faces and the recommended 
benchmarks for cyber security in your 
industry can help to identify the appropriate 
investment an enterprise could make to 
manage their cyber security maturity. 

Combining sound cyber security practices 
with a shared responsibility for cyber security 
provides a solid foundation for creating a 
cyber security–forward enterprise. A balanced 
approach to cyber security is required given 
that total cyber security isn’t a realistic option. 
The enterprise’s leaders need to advocate 
for cyber security in business strategy and 
technology decisions. The cyber security 
function is an essential consideration for 
business success. Please do not redirect 
efforts and investment elsewhere just because 
‘nothing’ has happened. In today’s cyber 
security environment, it is not a matter of if, but 
rather when. •

About the author 
Samantha MacLeod is a Fellow of the 
Australian Information Security Association.
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Cyber risk 
integration  
is essential
BY MAGDA LILIA CHELLY, HEAD OF CYBER RISK CONSULTING, MARSH ASIA

Defining the impacts of cyber attacks and understanding how they align with enterprise risks. 

W
hile cyber security is constantly 
being addressed across the 
media, and companies are 
increasing their cyber budgets, 
cyber attacks still have the 

potential to cause significant financial losses.
In this article, we reflect on cyber risk 

identification, cyber investments and cyber 
risk accountability within an organisation. 
We investigate how notions such as impact 
and likelihood quantification may become 
game changers to ensure efficient cyber 
investment and cyber risk acceptance.

Technology adoption has resulted in 
organisations digitising their business 
models. From marketing and sales, to human 
resources, technology has become an integral 
part of business operations. With this 
transformation, new emerging technological 
and cyber risks surfaced, providing the 
opportunity for cybercriminals to carry out 
further successful cyber attacks.

Based on extensive experience across various 
industries and organisations, and on reviewing 
articles and claims reporting cyber incidents, 
we suggest a simple framework supporting 
companies in their journey towards enterprise 
risk management, including cyber risk. The 
framework comprises five broad themes: 

 — cyber risk identification 
 — qualitative frameworks versus 

quantitative frameworks

 — impact quantification 
 — likelihood quantification 
 — cyber risk accountability.
Cyber risk has traditionally been 

considered an IT problem. While it was 
evolving into a business risk, organisations 
have started integrating it within enterprise 
risk management, with a slow-paced 
approach. While for some organisations 
cyber risk is a top risk for the business, risk 
managers and chief risk officers have not been 
used to integrate cyber risks into enterprise 
risk management. This undeniably creates a 
challenge for today’s business. All businesses 
across all industries rely on technology, with 
a growing adoption rate due to the pandemic. 
Thus, cyber risk integration into enterprise 
risk management is a critical step to ensure 
business resilience in an era where business 
cannot exist without technology.

Cyber risk identification
Nowadays, organisations are exposed to a 
large number of risks, such as globalisation, 
regulatory changes, environmental changes, 
technological changes and changing 
business models. In such a dynamic context, 
addressing each risk efficiently with a 
sufficient knowledge presents a challenge. 
This is particularly true when we discuss 
intangible risks – mainly cyber risks. Despite 
various resources online – as well as growing 
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maturity, regulatory frameworks and 
budget funding – cyber risk is perceived as 
challenging to understand and address for 
business stakeholders.

Nevertheless, it remains critical to 
understand cyber risk exposures for 
organisations and their impact on operations 
beyond the traditional technological 
operations. In fact, businesses are becoming 
more and more dependent on technology. 
This changes the context significantly and 
raises additional considerations. That being 
said, enterprise risk management has rarely 
integrated cyber risks efficiently across the 
company’s operations. Many organisations 
globally do not incorporate cyber initiatives 
within their corporate strategy, but they 
are critical for corporate management and 
planning. Cyber risks should be integrated 
in enterprise risk management, with their 
impacts on economic value examined. 
There are various aspects and reasons for 
the current situation, some of which are 
examined in the following explanations.

Technical jargon
Commonly, cyber security professionals, 
including chief information security officers 
(CISOs), describe cyber risks from their 
perspectives within a technical context. This 
challenges the integration with the enterprise 
risk management process. While cyber risks 

definitely involve technology and cyber 
exposures, the risks themselves relate to 
the business, its operations, its liquidity, its 
reputation and even its ecosystem.

Qualitative risk reporting
By providing qualitative descriptions on cyber 
risks and their implications, those remain 
abstract and do provide enough information 
for the business to integrate cyber risks into 
the enterprise risk management.

We will define cyber risk as a potential 
loss that arises as a direct result of a cyber 
attack conducted wholly or partially 
via digital infrastructure, or as a direct 
result of a cybercrime. Understanding the 
definition of cyber risk is important to 
ensure that the identification of those risks 
aligns with the business goals and vision. 
While this can be a complex challenge, 
building cyber scenarios might be a good 
approach. Scenario building might as well 
take several methodologies, including a 
high-level overview, as well a detailed cyber 
attack simulation. Nonetheless, both should 
lead to a description of a cyber risk that 
reflects a potential loss to the business; 
for example, business interruption, data 
breach, or even fire or human death. 
All those potential cyber risks will have 
an important impact on the business, 
depending on the severity and likelihood of 

Figure 1: Illustrative and fictitious cyber attack on a nuclear plant

A centrifuge malfunctions in a nuclear 
power plant, overheats and causes an 

explosion. 

The explosion causes a fire and 
significant damage to the plant as well 
as neighbouring companies’ properties.

A malicious computer worm is implanted in a nuclear 
power plant comprising PLCs causing the fast-spinning 

centrifuges to tear themsleves apart while simultaneously 
returning a loop of normal operation system values back 

to the users causing ...

Direct Loss

Indirect Loss
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the event materialising. Having a plausible 
scenario is a necessary and critical step. 
While this might seem trivial, the task is 
way beyond just a simulation of a cyber 
attack, and requires a collaboration with 
various business stakeholders.

Figure 1 gives an interesting overview of a 
high-level cyber attack simulation leading to 
property damage and business interruption 
losses to an organisation and its neighbours. 
In this precise case, human injury and/or 
death present an additional loss arising from 
a potential cyber attack.

Cyber risk identification needs to align 
with the business operations, and must clearly 
define potential loss scenarios for the business, 
beyond the traditional IT operations.

Qualitative frameworks versus quantitative 
frameworks
Traditionally, organisations have been 
defining and reporting on cyber risks using 
qualitative frameworks. Those frameworks, 
while being useful, are not efficient 
anymore, and do not allow businesses to 
align with their goals and objectives. In 
fact, defining cyber risk as low, medium or 
high is highly subjective, and does not lead 
to a clear understanding from the business 
stakeholders of the possible implications. 
Having credible quantitative estimates for 
both severity and likelihood will allow risk 

managers and various business stakeholders 
to understand and answer a difficult 
question: ‘What is the likelihood that our 
organisation will become a victim of a cyber 
event causing a loss of US$50 million in the 
next 12 months?’

Quantification as a concept in itself 
has been used by various organisations. 
Nonetheless, the term usage within the cyber 
security industry might remain ambiguous. 
Quantification as a term means the 
expression or measurement of the quantity 
of something. Thus, when we revert to our 
qualitative frameworks with heat maps 
for cyber risks, we often stumble towards 
a considerably limited quantification that 
does not allow us to understand the financial 
losses following a cyber event or breach. 
Let us refer back to our previous cyber 
attack simulation. In the case of Figure 1, 
the cyber attack led to a fire and potential 
human injury and/or death. An organisation 
should clearly understand the associated 
risk and prepare its response accordingly, 
considering its risk appetite.

Impact quantification
Often, cyber risk quantification is not 
integrated into enterprise risk management 
due to the lack of data to define the 
likelihood of a cyber event. This argument, 
brought often to the table while discussing 

Figure 2: Illustrative cyber quantification Framework
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quantification, does not consider the obvious 
reality: cyber attacks happen, no matter 
what controls a company has in place. There 
is always a residual risk pertaining to cyber 
risks, and it will need to be defined. When 
dealing with unlikely events, likelihood and 
impact are closely linked; this is the case in 
every risk area. Thus, an excellent phased 
approach for companies starting their 
journey in cyber risk quantification is to 
proceed with impact quantification. While 
some CISOs are certainly collaborating 
closely with business stakeholders, others 
are still working in silos. Therefore, impact 
quantification will not only ensure financial 
visibility following a plausible cyber 
event simulation, but will also encourage 
collaboration between cyber security and 
other business units.

An impact quantification will analyse 
all associated costs/losses related to the 
materialisation of the event, including 
direct and indirect costs/losses. Examples 
of direct costs/losses might include loss of 
profits arising from the physical damage, 
network interruption and loss of reputation, 
as well as overtime, rental of additional 
facilities, legal costs, forensic costs, et cetera. 
Indirect costs might include third-party 
property damage, hospitalisation costs 
of injured parties, fines and penalties. 
Ensuring a holistic and exhaustive impact 
quantification requires a collaboration 
between the business stakeholders, and an 
understanding of the business operations 
beyond technology. This represents one 
of the main challenges for cyber impact 
quantification in an organisation.

Likelihood quantification
An organisation needs to consider 
cyber events with lower likelihood but 
major impacts (for example, a targeted 
ransomware attack shutting down all plant 
operations across various locations). An 
efficient likelihood quantification would 
require datasets. Those datasets should 
consider historical data. Now, within the 
cyber security space, data exchanges and 
datasets are not yet properly available. 
Thus, basing likelihood modelling on 
historical data only would not present an 
ideal situation. Nonetheless, a combination 
of datasets from internal and external 
sources allows us to build more adequate 
and efficient models. Where sufficient 
data is gathered, it can define a loss curve 
that is represented mathematically with 
a fair degree of confidence. This would 
open up tremendous opportunities 
for managing the risk it represents. It 
helps risk professionals to calculate 
risk appetite and risk tolerance within 
their organisations, and to get a good 
understanding of the risks associated 
with events in the ‘tail’ (the right side) 
of the curve. No model is perfect, but a 
data-driven estimate of the loss curve 
can enable business leaders to better 
understand the risks of cyber and take 
action to manage them.

Conclusion
We have touched on the high-level points 
for cyber risk management, and the 
importance of cyber risk quantification 
for enabling a holistic up-to-date 
enterprise risk management process. 
Determining a business level of cyber risk 
requires an assessment and knowledge of 
financial implications. Cyber risks exist; 
they are inevitable. By making conscious 
decisions with visibility, their assessment 
allows an organisation to develop greater 
awareness of existing cyber risks and 
increase the ability to minimise the 
consequences. •
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T
oday’s rapidly changing cyberthreat 
landscape – including COVID-19, 
digital and online ecosystems, and 
heightened regulatory requirements 
– means that getting security 

vulnerability management right is essential. It’s 
time to move from the 2C model to a 4C model to 
prioritise security vulnerability management.

Why vulnerability management is on the 
agenda
Vulnerability management is not new. The 
top three challenges have been well-known 
among security professionals, and are:
1. unsupported/end-of-life legacy 

technology systems
2. lack of timely and ongoing visibility to 

decision-makers
3. difficulty in accurately measuring and 

representing the impact of vulnerabilities.
So, why is it back and so topical? The 

string of recent cases of cyber attacks 
have shown how vulnerabilities within 
organisations and their ecosystems can be 
an access point for cybercriminals.

If patching could be an easy first-step 

solution to prevent cyber attacks, why are 
they difficult to manage?

Limitations with the current 2C model for 
security vulnerability
With thousands of patches available in system 
updates, many organisations weigh up decisions 
based on a 2C model: cost and coverage.

However, in a world in which 
organisations increasingly rely upon 
alliances with third-party providers, 
and reap the benefits of adopting multi-
hybrid cloud platforms, the ecosystem of 
vulnerability management expands beyond 
just your organisation. Then add two key 
macro trends:
1. heightened and expanded regulation
2. evolving threat landscape and attack 

vectors.
The regulatory expectations specifically 

by industry regulators and the upcoming 
Australian Security Legislation Amendment 
(Critical Infrastructure) Bill 2020, which 
talks to specific security risk management 
expectations, requires close and active 
security vulnerability management. This, 

Three essential 
questions 
for security 

vulnerabilities
BY JASMINE BANSAL, STRATEGY CONSULTANT IN CLOUD ADVISORY, IBM; AND ANU KUKAR, ASSOCIATE 

PARTNER, CYBER SECURITY STRATEGY, RISK & COMPLIANCE A/NZ, IBM

Do you find prioritising your security vulnerabilities challenging? You are not alone.
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combined with the 
cyber attacks in 
the past 12 months 
alone, has shown the 
increased volume 
of attacks through 
changing methods.

4C model: an 
extended security 
vulnerability 
management model
As the complexities 
of data collection 
and diverse storage 
solutions increase, 
your organisation’s points of exposure are 
no longer within the bubble of your in-house 
systems.

An expanded security vulnerability 
approach through a 4C model is something 
to consider.

The 4C model consists of:
 — Cost: Weigh up the financial cost of 

patching against the cost impact of a 
vulnerability being exploited.

 — Coverage: Consider an approach of either 
full or partial coverage across your 
organisation.

 — Compliance: Ensure that security risk 
management is undertaken in line with 
specific industry regulation. The key will 
be as part of your risk program proposed 
in the upcoming Critical Infrastructure Bill.

 — Control exposure: This includes three key 
components – implementing ongoing 
reporting through the governance 
structure; ensuring that the right 
attendees are at the governance meetings 
(such as the chief risk officer and the 
chief information security officer); and 

adopting a cyber risk quantification 
methodology to clearly communicate the 
prioritisation based on impact.

Three essential questions any board, C-suite 
and security professional should ask
1. How are we notified of prioritisation 

and completion status of patching 
vulnerabilities in our organisation?

2. How are vulnerabilities ranked by risk in 
our organisation?

3. Where and how do we get visibility of 
vulnerability patching status of our third-
party providers?

Revisit your security vulnerability 
approach to a 4C model to help your 
organisation prioritise security vulnerability 
management. •
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W
hether it’s closing your 
next deal, winning the 
pitch, influencing the 
board, or getting your next 
job or promotion, your 

presentation skills impact your outcomes. 
Of course, the challenge remains, as is 
widely reported, that 73 per cent of men and 
75 per cent of women have a fear of speaking 
in front of groups.

Out of the millions of presentations 
delivered each day, only a small percentage 
are delivered well. This can come from a lack 
of preparation, lack of confidence or having 
so much confidence that you don’t think you 
need to improve.

What would it mean for you if you could 
present a clear, confident message that leaves 
your audience excited and inspired to take 
action in the direction that you want?

Illuminated Story’s ‘5 Star Framework’ 
allows you to create and deliver clear, 
confident and compelling presentations in 
five simple steps. The first step is called, 
‘explore’. It’s basically the GPS or navigation 
system of your presentation and involves 
asking yourself two simple questions: 
‘Why?’ – What is your purpose? What 
outcomes do you want to achieve by giving 
it? – and ‘Who?’ – Who are you delivering to? 
Who is your audience?

Let’s take a look at your ‘who’ and at 
how not spending time here could lead to a 
presentation that does not hit the mark.

Your ‘who’
To whom are you speaking? Who is your 
audience? Do you really know?

Imagine you’re building a new house. 
You’re really excited about your future 
home, and you go and pick out high-quality 
materials for the outside structure of your 
house. Then you realise that you didn’t 
ask the right questions or do your proper 
research prior to choosing those materials. 
It turns out that now you have all of these 
beautiful materials but they’re just not the 
right fit for your environment.

Before you spend time getting creative 
with the content for your next presentation, 
would it be worth spending your time doing 
some research to ensure your ‘high-quality 
materials’ will be a fit for your audience?

Ask good questions, such as:
 — How do I engage them?
 — How do I build rapport?
 — What will capture their attention?
 — What are they interested in?
 — What’s in it for them?
 — Why should they listen to me?
 — How experienced are they in my subject 

matter?
 — What might they need or want to know 

from me?
You may have experienced needing to 

convince the board or your peers to invest 
in a new project you’re proposing. If you 
deliver your presentation without truly 
understanding their level of expertise 

Hitting the mark 
with presentations
BY CARMEN SEDERINO, DIRECTOR, ILLUMINATED STORY

You may have discovered that the higher you climb in your career, the more you are expected to be 
comfortable communicating and speaking in front of others.
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in your subject, you could either talk too 
technically and leave your audience with 
no understanding of what you are asking 
for, or you could insult them by assuming 
they know nothing and frustrate them by 
spending time explaining concepts with 
which they are familiar.

If you truly want to gain an understanding 
of your audience, you will have no problem 
doing a little research. And yes, that may 
mean talking to a sample of your audience 
and asking questions – even if your audience 
is your own team, or your peers. Depending 
on how important the presentation is, would 
it be worth checking in on their expectations, 
their knowledge and their concerns prior to 
building your presentation? As you may have 
discovered, assuming you already know can 
lead to a talk that does not hit the mark.

Think about how much more effective your 
next presentation could be if you decide to 
get clear on your ‘who’. Could this important 
foundation allow you to better tailor your 
presentation? Enjoy exploring! •

About the author 
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C
yber security preparedness is 
built on three pillars: people, 
processes and technology. While 
technology is a critical element 
of an effective cyber security 

program, alone it is not enough to protect 
against modern cyberthreats. Even the best 
technical security efforts can be undermined 
by a weak security culture.

It’s not only hackers, corporate spies and 
disaffected staff who present a threat to 
organisations; in most cases, breaches are 
often unintended consequences of mistakes 
made by employees.

The Office of the Australian Information 
Commissioner highlights human error as a 
major source of reported breaches. Further, 
a significant proportion of malicious or 
criminal attacks exploit vulnerabilities 
involving a human factor, such as tricking 
employees into clicking on a phishing email 
or disclosing their passwords.

These reports illustrate the fundamental role 
security awareness can play in an organisation’s 
cyber security defences, and how a strong 
security culture can act as a ‘force multiplier’.

The problem with awareness
Traditional awareness programs are 
ineffective at best. Their failure to improve 
security culture leads some security 
practitioners to think that technical solutions 
are superior to those that would improve the 
security savviness of staff.

These programs will often:
 — force-feed information annually to busy 

staff, driving them to guess their way 
through multiple-choice questionnaires

 — publish long, dry policy documents and 
advisories on an intranet site that go unread

 — lecture and threaten staff, and ultimately 
discourage them from engaging with and 
caring about cyber security.

Awareness programs are usually a 
conduit for security teams to project their 
priorities on staff. The programs dictate to 
staff what security thinks they should know 
in often unwieldly and unpopular content 
formats. It is more effective to facilitate the 
needs of staff by learning what drives their 
behaviour and what the most effective way to 
engage them is.

From awareness to influence
Influence is the outcome awareness programs 
hope to achieve. But achieving it requires more 
than just an understanding of cyber security; 
it requires a thorough understanding of 
employee needs and motivations.

It’s not enough to simply know all about 
security; we also need specialists who 
understand humans and what makes them 
tick. Simply providing information isn’t 
effective; we also need that information to 
be easily and enthusiastically retained in 
the minds of staff. It must ‘stick’ and be a 
motivating force for change.

A model for influence
Despite being written over half a century 
ago, Harvard psychologist Herbert Kelman’s 
1958 paper ‘Compliance, identification, and 
internalization: Three processes of attitude 
change on social influence’ provides a model 
we can equally apply to influencing cyber 
security behaviours.

How to patch  
a human
BY BLAIR ADAMSON, CYBER INFLUENCE LEAD, TELSTRA

Why we need to change our thinking from cyber security ‘awareness’ to ‘influence’.
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It examined the drivers for attaining 
attitude change that is ‘durable’ in that 
it is lasting and extends beyond public 
conformity to private acceptance, where 
beliefs are integrated into an individual’s 
own value system.

These drivers can also be applied to 
influencing cyber security behaviours.

Compliance
Change will occur when individuals look 
to gain reward or approval, or to avoid 
punishment or disapproval – this is the 
goalpost where most traditional awareness 
programs finish; however, while compliance 
may help to drive acceptable behaviour, it 
will not necessarily translate into a change in 
belief or result in lasting change.

Identification
People are more likely to be influenced by 
those with whom they identify – think brand 
and reputation. No matter how good your 
advice may be, if you haven’t established 

credibility or trust with your audience, your 
ability to influence will be diminished.

As influence practitioners, we must 
therefore establish credibility or trust with 
our audience and reflect on how the security 
team is perceived – as a blocker, or as a 
trusted partner?

Internalisation
Lasting change is ultimately achieved when 
people have internalised the message and 
taken on our beliefs as their own. They are 
no longer doing something because they’ve 
been told to, but because they believe it 
is the right thing to do and it is in their 
interests to do so – the new behaviour is 
intrinsically rewarding.

Human problems require human solutions
Security education, therefore, needs to be 
more than simply providing information to 
people; it must be targeted, actionable and 
achievable, with simple, consistent rules of 
behaviour that people can follow.

It must be relevant to their roles and 
interests, free of jargon, and composed of 
plain language, case studies, metaphors 
and allegories to explain the why (not just 
the what), provide context, and build a 
conceptual understanding for the audience.

Advice must ultimately motivate the 
audience to take an action because it is in 
their interest to do so – not yours.

It is not just what you say, it’s how you say 
it. Lasting change requires advice that is 
understandable, relatable and engaging.

Security culture change takes time; but 
with the right expertise and focus, it can lay 
the groundwork to ultimately weaponise 
what is simultaneously the biggest strength 
and weakness in most companies’ cyber 
security posture: their people. •
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Stronger cyber 
security defence 
starts with people 

and culture
BY GUILLAUME NOÉ, SENIOR DIRECTOR CYBER SECURITY, AVANADE AUSTRALIA

Cybercrime has become a chronic pain for Australian businesses, and that pain is very costly.
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T
he Australian Cyber Security 
Centre (ACSC) highlights an 
annual cost as high as $29 billion 
in Australia in its latest annual 
cyberthreat report. The ACSC 

also reported receiving an average of one 
cybercrime report every 10 minutes between 
July 2019 and June 2020.

To add insult to injury, cybercriminals 
exploit all possible avenues, including 
taking advantage of the COVID-19 pandemic 
with themed scams, online fraud and 
phishing campaigns. Managing the pain 
of cyberthreats can be a very challenging 
endeavour, especially during times of 
operational disruption.

To boost an organisation’s cyber security 
posture, one of the most fundamental and 
effective layers of defence is to empower and 
equip every employee to become a security 
advocate. Cyber security is everybody’s 
business. In fact, Avanade research found 
that executives are nearly evenly divided on 
whether the bigger threats are coming from 
inside (51 per cent) or outside (49 per cent) 
of their organisations. Those inside threats 
include unintentional actions, lack of 
operational processes, lack of knowledge or 
training, and malicious activities.

Avanade advocates three basic steps to 
start building the foundational layer of an 
organisation’s cyber security defence.

1. Fostering a culture of empowerment
Australia is a thriving economy, and 
Australian businesses present an enticing 
target for scammers and cybercriminals who 
aim to exploit staff, partners, consumers and 
citizens’ personal information for financial 
gains. Phishing continues to be the most 
prevalent online threat – people getting 
messages via email or on their phones with 
offers that are too good to be true. As the 
saying goes, if it’s too good to be true, then it 
probably is.

To address this, make sure employees 
have the knowledge and are adequately 
trained to identify potential threats, and are 
empowered to speak up when they recognise 
a suspicious situation.

2. Engaging employees through training 
and refreshers
It is important to keep employees engaged. 
Regularly scheduled cyber security training 
for new-joiners and existing employees 
keeps information and awareness top of 
mind. In ongoing security conversations 
with employees, describe something that has 
happened recently within the cyber security 
space. Real-life examples make the impact 
more tangible so employees can understand 
the seriousness of cyber attacks.

3. Seeking professional advice and support
Many organisations today have experienced 
a rapid change to their digital landscape 
and architecture with the deployment of 
new collaboration and workforce tools. Now 

To boost an organisation’s cyber security 
posture, one of the most fundamental and 
effective layers of defence is to empower 
and equip every employee to become a 
security advocate
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is an opportune time for organisations to 
conduct a risk assessment of their entire 
digital environment, including their legacy 
infrastructure and investments. This can be 
done by partnering with a trusted external 
service provider to offer an objective view 
of security posture and bring in different 
methodologies, as well as deep expertise to 
augment in-house capabilities.

To complement the above, technology 
tools can help employees to become more 
security-aware. Some methods we have seen 
work for organisations include anti-phishing 
buttons embedded in email applications, 
anti-phishing tests conducted internally, 
tagging messages that come from people 
outside of your organisation and multi-
factor authentication.

In the next 12–18 months, we expect 
organisations to increasingly shift their 
attention to how they can renew and position 
themselves for the future. They will be 
looking to reinvent their business model 
to address existing and new opportunities 

with a stronger, more resilient version 
of the enterprise. From a cyber security 
perspective, organisations will look to adapt 
to changing business landscapes and remain 
compliant – ensuring that any changes in 
models, technology and processes adhere 
to regulatory and emerging compliance 
requirements. This would be an ideal 
time to implement a new security design, 
supported by a strong culture of security and 
shared responsibility where employees are 
committed to protecting the company, clients, 
work, data and assets. •

About the author 
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GIAC develops and administers premier, professional 
cybersecurity certifications. Each certification aligns with 
SANS training and ensures mastery in critical, specialized 
InfoSec domains – providing the highest, most rigorous 
assurance of cybersecurity knowledge and skill available to 
industry, government, and military clients across the world.

Learn more at GIAC.ORG
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CyberLive brings real-world, virtual
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skills, abilities, and understanding. 
All in real-time. 
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is important to measure the abilities 
of cyber professionals.”

– Ben Boyle
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“My GIAC certi�cation doesn’t mean I’m the fount of all 
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security concerns brought to their attention need 
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CYBERLIVE
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CyberLive brings real-world, virtual 
machine testing directly to cybersecurity 
practitioners, helping them price their 
skills, abilities, and understanding.
all in real-time.
Learn more at giac.org/cyberlive

“Increasingly, the hands-on portion is 
important to measure the abilities of 
cyber professionals.” 
    - Ben Boyle
      GXPN, GDAT, GWAPT
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Job Security Fortinet’s research revealed that 
82% of cybersecurity organizations prefer to 
hire candidates with certifi cations. If you’re 
hoping to fi nd a new role, that means that 
acquiring the right certifi cations could be 
what gets your foot in the door at almost any 
enterprise. Having the cert on your resume is 
a signal to HR teams and hiring managers that 
you have the skills needed for a specifi c job.

But not only do certifi cations help you get 
the job - they also play an important role 
in helping you keep the job and continuing 
to progress in your career. More than half of 
the survey’s respondents believe that their 
certifi cations helped them perform their 
duties more effectively and with confi dence, 
and many also attribute them to faster career 
growth. Certifi cations provide you with the 
assurance that your knowledge and skills 
are up to par, which translates to being more 
effective and confi dent in your workplace – 
and increased productivity tends to get noticed 
and rewarded.

Enterprise Security Keeping organizations 
secure is critically important, especially in 

today’s threat environment. We know that 
bad actors don’t decrease their efforts during 
a pandemic –in fact, they’ve increased. 
Certifi cations provide confi rmation of the skills 
needed to combat breaches and mitigate 
threats to the enterprise. Research shows that 
*94% of cybersecurity practitioners believe 
that their certifi cations have better prepared 
them for their current role, allowing them to 
successfully protect their organization.

Proven Abilities Anyone can claim they have 
a certain ability or skill. But the only way to 
back up those assertions is to demonstrate 
proof. Certifi cations are that verifi cation of skill. 
Especially in infosec, if you have a certifi cation 
proving you’ve mastered a specifi c skillset, 
both employers and your industry peers know 
that you’ve got what it takes.

Hands-on practical testing, like GIAC’s 
CyberLive, takes this skill verifi cation a step 
further.  Practical testing - testing in a virtual 
lab environment executing tasks found in 
specifi c job roles - confi rms that you could 
walk into a new position at a new organization 
and get right to work on day one.

Personal Validation Ultimately, one of the 
main motivations for getting certifi cations 
comes from within. Obtaining certifi cations 
helps overcome imposter syndrome by 
showing that you have what it takes. 
Setting goals to learn new skills and pass 
a certifi cation exam can be a challenging 
and rewarding internal experience. Proving 
to yourself that you can master skills and 
conquer the exam creates a sense of purpose 
and personal satisfaction. When you succeed, 
you’ll not only be confi dent in your abilities 
but will be proud of what you’ve achieved.

The Fortinet survey reveals that there is still 
a signifi cant skills gap in cybersecurity today. 
Take advantage of this moment and do your 
part to improve the security of our world by 
getting certifi ed.

To learn more about GIAC 
certifi cations and SANS training 
courses in the ANZ region:

Visit: 
giac.org/certify-AISA-21

Email: 
anz@sans.org
Steven Armitage, Country Director, 
Australia | SANS Institute, APAC 

* https://www.fortinet.com/content/dam/maindam/
PUBLIC/02_MARKETING/08_Report/report-fortinet-
survey-skills-shortage.pdf

The Value of Cybersecurity 
Certifi cations
The pressure is on for organisations to attract and retain the right people, 
with the right skills, and hands-on experience to best protect them from the 
latest threats. For individuals, that means giving current and prospective 
employers reassurance that they can “do the job” to the highest standard. For 
organisations, that means offering positions – new positions, more positions 
– to people who can maintain and improve security. Research - like Fortinet’s 
cybersecurity skills survey* - has shown that certifi cations add signifi cant, 
career-impacting value for both practitioners and employers. There are a 
number of reasons to certify, here are just a few:
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